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loT Foundation &4 ?

IBM Internet of Things Foundation 7] UL 1E f& 4B kX tH 7L HL )
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MQTT &1 4?

MQTT ( Message Queuing Telemetry Transport 74 2 B\ 51| 3%
{WJF@%&JJ) WL B 1 Machine-to-Machine 7] Az i 38 #
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Bluemix loT Service
{(MQTT broker)

Publish

FPublish Commands

Events

Subscribe Subscribe
Commands

Device side Application side
(MQTT client) (MQTT client)

A 10T 224 1
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&5 2| Bluemix 3= 71 https://www.bluemix.net

(2)IBM id

One key, many possibilities. Sign in

Help and FAQ
Your IBM id provides access to services, P — U IBM Employees:
communities, support, online purchasing, |BM id (user@company.com) Sign in with your intranet 1D.

and much more. : )
Link your Intranet ID and I1BM id
Tip: To easily return to your destination, bookmark the
page after this page. Do not bookmark the sign in
page.
Forgot password?

Create IBM id m
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S IR Catalog

DASHBOARD SOLUTIONS C# G 'RICING S COMMUNITY

Type to search

You haven't created anything yet. Create an app or browse the to get started.
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1% $E Internet of Things Foundation Starter.

Starters /N Choose a package of sample code and services, or start from scratch

Boilerplates
Get started with a new 7
app, now #%3 JAVA —

Apache Spark Starter Internet of Things Java Cache Web Starter Java Cloudant Web Java DB Web Starter Maobile Cloud
IBM Foundation Starter IBM Starter IBM IBM
IBM 1B

o2

~o

MobileFirst Services ! js Cache We Node js C i 5 ights Node-RED Starter
Starter L - Starte h ! 2 Community
IBM \ \ IBM

.rb

sinatra

Ruby Sinatra Vaadin Rich Web Starter
Community Community
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o

Name ¥ AE BL AT LT N —™ app 44 7, &L Create

Space

SDK for Cloudant NoSQL Name:

Node js™ DB bluem\xliotldemo|

Internet of Things
Foundation Starter

Host
Develop, deploy, and scale server-side JavaScript® apps with ease. The IBM SDK for Node.js™ provides bluemix-iot-demo

enhanced performance, security, and serviceability.
Domain:

VIEW DOCS mybluemix.net

Pick a plan Monthly prices shown are for country or region: SDK for Node js™

Default

0419 Error retrieving plans data Choudant NoSOL DB

Shared

TERMS

Boilerplate

VIEW DOCS
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'5?6%%1% Overview, ﬁj‘)ﬁﬁ?ﬁ Add a service or API

bluemix-iot-demo

bluemix-iot-demo Houte.

T APP HEALTH
SDK for No

:) Your application is staging.

SDK FOR
NODE.JS™

ACTIVITY LOG

started bluemix-iot-demo app

updated bluemix-iot-demo
app
» changed routes

Cloudant NoSQL
DB

bluemix-iot-demo-cl...

created bluemix-iot-demo
app

Show Credentials
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1) 1% 5 WA Internet of Things, H 1L FE Internet of Things

Services [/ The building blocks of any great app

Internet of
Things : :

A new generation of
applications
Internet of Things flowthings.io
IBM
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Internet of Things

06/23/2015

US South

VIEW DOCS

b

o

Bluemix loT Ak

5

The IBM Internet of Things service lets your apps communicate with and consume data collected by your
connected devices, sensors, and gateways. Our recipes make it super easy to get devices connected to our
Internet of Things cloud. Your apps can then use our real-time and REST APls to communicate with your
devices and consume the data you've set them up to collect.

¢ Build an app that talks to your devices

Communications between your devices and the
cloud happen via the open, lightweight MQTT
protocol. For example you might have a sensor
that collects and sends humidity readings every
minute. Our REST and real-time APIls allow you
to quickly pull that device data into your apps
for further analysis.

* Connect your devices securely to the cloud

Before your apps can get to work, you need
to get your devices connected up! We have a
set of verified instructions, or 'recipes’, for
connecting devices, sensors and gateways
from a variety of partners and individuals.

How it works:

Space:

MyloT

App:
bluemix-iot-demo

Service name:

Internet of Things-zr|

Free

CREATE

@l @

= oo

T 8 e .
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5 i RESTAGE

IBM Bluemix

Your app is running.

bluemix-iot-demo . )
Getting Started with:

Internet of Things

i Create Internet of Things apps with
~ ¥ Node-Red visual editar and the

Start Coding

Your 'bluemix-iot-demo' app must be restaged to use the new
'Internet of Things-zr' service. Restaging makes this service
available for use. Do you want to restage it now?

RESTAGE

| 1_ | After your application has started, click on the Routes URL or enter the following 'URL in a browser:

SERVICES

Things

n: / f<yourhost>.mybluemix. net

The Node-RED for Internet of Things landing page displays.
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'EEE Overview

&=, 1BM Bluemix DASHBOARD

7 Your application is staging.

bluemix-iot-demo

Getting Started with:

Internet of Things

Create Internet of Things apps with
Node-Red visual editor and the
Internet of Things service.

Start Coding

SERVICES

Start coding with Internet of Things

After your application has started, click on the Routes URL or enter the following URL in a browser:

yourhost>.mybluemix.net

The Node-RED for Internet of Things landing page displays.
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'Efﬁ Launch dashboard

€. IBM Bluemix

bluemix-iot-demo
Ove
SDK for No
Files and L

Environment Variak

SERVICES
Cloudant NoSQL DB

Internet of Things

@ Internet of Things-zr

DASHBOARD

Hi! Welcome to Internet of Things Foundation

' Bluemix 10T Ak%5

Take a look at the steps below to get you going with your Internet of Things app

Connect your devices

Use our recipes to find out how to add your
devices. We work with partners and have
sample connection recipes for many
devices.

Launch the Internet of Things Foundation
dashboard and add your devices by
clicking the 'Add a device button' under the
'Devices' tab.

Launch dashboard

Learn how to build your
app

When you have added your devices, you
can come back o Bluemix to start building
your app using your real-time and
historical device data.

Read the docs to find out how to make the
most out of your app.

Go to docs

Learn how to extend
your app

Use other Bluemix services to extend your
app to start creating a great Internet of
Things app.

Here are some of the services you could

utilise:
Twilio (:immzmunsmnﬂ nagn DB
GcmpﬂmlAMlytlcs Time Series |BuAnam.cs for

Database
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At DEVICES LA, #RJ5 m.17 Add Device

IBM Internet of Things Foundation Quickstart Service Status Documentation

o Organlzatlon ID: 94x60j

ee (go to Bluemix service)

DEVICES ACCESS

© Add Device

YOU HAVE NO DEVICES REGISTERED IN YOUR ORGANIZATION.

A device can be anything that has a connection to the internet and has data you want to get into the cloud.
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i N\ A] 1% 1] Device Type #= Device ID, it Continue

IBEM Internet of Things Foundation Quickstart Service Status Documentation

# Organization |D: 94x60j

- (go to Bluemix service)

DEVICES ACCESS

To help you get the loT Foundation connection software onto your device, visit our Recipes.

Let us know your device type and device ID (for example, the MAC address), so the device can be associated with a selected
organization.

Create a device... j
Device Type: MQTTDevice

Device ID: demo-device-id

Continue Cancel
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IBM Internet of Things Foundation Quickstart  Service Status Documentation 0496170019@tongji.edu.cn ¥

£ Orgamzation ID: 94x60]

(go to Bluemix service)

DEVICES ACCESS

Device demo-device-id

Your device credentials

You have registered your device to the organization. To get it connected, you need to add these credentials to your device. Once you've added these, you should see the messages sent from your
device in the 'Sensor Information' section on this page.

| =
Organization ID 94x60j Authentication tokens are non-recoverable. If you misplace this token, you will need to
Device Type MQTTDevice re-register the device to generate a new authentication token.
Device ID demo-device-id
Authentication Method token
Authentication Token “C4hyiso&Rub3o4AeS

| .|

Find out how to add these credentials to your device
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i ACCESS TR, 2RJG 1% API Keys, /.il7 Generate API Key

IBM Internet of Things Foundation Quickstart Service Status Documentation 0496170019@tongji.edu.cn ¥

# Organization ID: 94x60j

go to Bluemix service)

DEVICES Members APl Keys Bluemix Apps USAGE

@ API keys allow applications to connect to your organization

YOU HAVE NO API KEYS REGISTERED WITH YOUR ORGANIZATION.

Generating an APl key is simple. Once generated you will be presented with a key and token that can be used to authenticate any application. Remember to keep the token safe as it can not be
retrieved if misplaced.

Generate APl Key
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iﬁﬁ)\ Comment, 5% OK

IBM Internet of Things Foundation Quickstart Service Status Documentation

# Organization ID: 94x60j

go to Bluemix service)

DEVICES Members

Bluemix Apps

USAGE

il B Bluemix loT Ak %%

0496170019@tongji.edu.cn v

Generate API Key

Your API key information

a-94x6oj-

AREKSY mmi9mgti3x

Authentication Token I8L7210Tqrn@2PPYxV

———
Comment iot demo API Key

OK
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&%1%1%\:

Organization ID 94x60j

Device Type MQTTDevice

Device ID demo-device-id
Authentication Method token

Authentication Token *C4hyiso&Rub304AeS
&ﬂq/f—él%\:

App ID bluemix-iot-demo

APl Key a-94x60j-mmi9mqtl3x

Authentication Token IBL7210Tqrn@2PPYxV

it & Bluemix 10T R%%
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# MyData/app.conf

#Configuration files for App Side Applications

#The org field is the same org field as the Device side
0rg=94x60j

# A unique id you choose it by yourself, maybe, abcdefg123456
appid=bluemix-iot-demo

# The key field from App Keys info you copied previously
key=a-94x60j-mmi9mqt13x

# The Auth Token field from App Keys info you copied previously
token=I8L72I0Tqrn@2PPYxV

#T or F, T means using SSL, while F means not
ISSSL=F

AT NP

# MyData/device.conf

#Configuration files for Device Side Applications

#The org field from Device info you copied previously
0rg=94x60j

#The id field from Device info you copied previously
deviceid=demo-device-id

#The auth-token field from Device info you copied previously
token=*C4hyiso&Rub304AeS

#T or F, T means using SSL, while F means not
ISSSL=F
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21T App AR

@ zshwei@zshwei-ThinkPad-T410: ~/Downloads/bluemismqgtt-master/MyData

hwei@zshwei-ThinkPad-T410:~/Downloads/bluemismgtt

java -cp .;org.eclipse.paho.client. mqttv3.jar;json4j-apache-1.1.0.jar;bluemixmgtt.jar com.ibm.bluemixmqtt.AppTest
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iz4T Device iRfE 7

2 zshwei@zshwei-ThinkPad-T410: ~/Downloads/bluemismgtt-master/MyDat:

java -cp .;org.eclipse.paho.client. mqttv3.jar;json4j-apache-1.1.0.jar;bluemixmqtt.jar com.ibm.bluemixmqtt.DeviceTest
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M dashboard # DEVICES Tl [HI & & event )7 2ics% , 7] LA R 1% %
& 15 b k1% — 4% event.

# Organization ID: 94x60j

(go to Bluemix service)

DEVICES ACCESS

© Add Device © Remove Devices
[ Device Type Device ID Last Event Message Rate Date Added Added By
®  MQTTDevice demo-device-id O 1 minute ago = - Wednesday, August 5, 2015 0496170019@tongji.edu.cn @

Latest 10 Inbound Events
Click on a row to get more detailed message information.

Event Type Event Timestamp

Message published eid Wednesday, August 5, 2015 1:33:35 PM
Message published eid Wednesday, August 5, 2015 1:33:50 PM
Message published eid Wednesday, August 5, 2015 1:34:05 PM
Message published eid Wednesday, August 5, 2015 1:34:20 PM
Message published eid Wednesday, August 5, 2015 1:34:35 PM

Message published eid Wednesday, August 5, 2015 1:34:50 PM
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# MyData/device.conf

#Configuration files for Device Side Applications

#The org field from Device info you copied previously
org=94x60j

#The id field from Device info you copied previously
deviceid=demo-device-id

#The auth-token field from Device info you copied previously
token=*C4hyiso&Rub304AeS

#T or F, T means using SSL, while F means not
ISSSL=F
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ERE 10T IR

private MgttHandler handler = null;
handler = new DeviceMqgttHandler();
handler.connect(serverHost, clientld, authMethod, authToken, isSSL);

serverHost
Bluemix 10T AR4s AT LUE a0 R AN EALHIEDT [H], 23Bi% S TCP 4= TLS ( Transport Layer Security ) HJ H, HA ) org-
id A2 7EVRIE M Bluemix B2 By 77 A2 B ZH 2L id.

tcp://<org-id>.messaging.internetofthings.ibomcloud.com:1883
ssl://<org-id>.messaging.internetofthings.ibmcloud.com:8883

clientld
#3UA d:<org-id>:<type-id>:<divice-id> . H+ org-id [F] L, type-id #= device-id 437l & 2 A 25 5 HLyE M 8 2% 4 A A il

authMethod
#1152 B {3 | use-token-auth

ISSSL
A% TCP (& TSL



W% (Device) il FE AT

= App KA event

//[Format the Json String
JSONODbject contObj = new JSONODbject();
JSONODbject jsonObj = new JSONODbject();
try {
contObj.put("count”, count);
contObj.put("time", new SimpleDateFormat("yyyy-MM-dd HH:mm:ss").format(new Date()));

jsonObj.put("d", contObj);
} catch (JSONEXxception el) {
el.printStackTrace();

}

System.out.printin("Send count as " + count);

//Publish device events to the app

lliot-2/evt/<event-id>/fmt/<format>

handler.publish("iot-2/evt/" + MqttUti. DEFAULT_EVENT_ID + "/fmt/json", jsonObj.toString(), false, 0);

Event [{#% 200 iot-2/evt/<event-id>/fmt/<format> . H ' <event-id> H T X7 & FAF ) event 28584, A LIIRFE BT E. <format> 4
I E Mjson , ELFATHIEE AN AT LLjson Jﬁﬁfﬂ FINEAH —ANEZ M EME d.

NI BIFET event (M1

{
"d": {
"count": 3,
"time": "2014-12-30 16:14:59"
}

}
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W 1% App & AT ) command

//Subscribe the Command events
[liot-2/cmd/<cmd-type>/fmt/<format-id>
handler.subscribe("iot-2/cmd/" + MqttUti. DEFAULT_CMD_ID + "/fmt/json”, 0);
Command K%M iot-2/cmd/<cmd-type>/fmt/<format-id> . H <cmd-id> F T X 73 & Fh A [Fl ) command 255, 7] L% 3% Efrix
. <format> FATFFEBEE N json » 24 command Y3 j5 — /I\callback (1528 messageArrived S HAT » 1X B FRATTHR 4R IS 2 11 2

BRME B E BT S

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception
{

super.messageArrived(topic, mqttMessage);

//Check whether the event is a command event from app

if (topic.equals("iot-2/cmd/" + MqttUti. DEFAULT_CMD_ID + "/fmt/json"))

String payload = new String(mqttMessage.getPayload());
JSONObject jsonObject = new JSONObject(payload);
String cmd = jsonObject.getString("cmd");
//IReset the count
if (cmd !'= null && cmd.equals("reset"))
{

int resetcount = jsonObject.getint("count");

count = resetcount;

System.out.printin("Count is reset to " + resetcount);

}
}
}
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L4 (event)

3. Ki%#r4 (command) 4% £ b
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# MyData/app.conf

#Configuration files for App Side Applications

#The org field is the same org field as the Device side
0rg=94x60j

# A unique id you choose it by yourself, maybe, abcdefgl123456
appid=bluemix-iot-demo

# The key field from App Keys info you copied previously
key=a-94x60j-mmi9mqt13x

# The Auth Token field from App Keys info you copied previously
token=I8L72I0Tgrn@2PPYxV

#T or F, T means using SSL, while F means not
iISSSL=F
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ERE 10T IR

handler = new AppMqttHandler();
handler.connect(serverHost, clientld, authMethod, authToken, isSSL);

serverHost
<org-id>.messaging.internetofthings.ibmcloud.com
H org-id AiEM 10T ARSI 7= 2E 1) id

Clientld

%N a:<org-id>:<app-id> . H org-id [A] L, app-id /&2 §i 55 B A P S id.

authMethod
ZHIP IR B A B key

authToken
Z R0 B LA R token

ISSSL
A%k TCP B{# TSL



N im (App) BIFE AT
W IR W AT event

J7 FH ot v CATVT B R 2R T B event, B4 event , DL RGMEINE BEAIIN% %5 loT IR HERE SWT.
VT A £ i 1Y event E’Ji‘%iﬁjﬂ iot-2/type/<type-id>/id/<device-id>/evt/<event-id>/fmt/<format-id>. s 207 E A &1 K% event (k%
X iTHAG NS BN iot-2/typel<type-id>/id/<device-id>/mon . ¥ 2H AT LU A + 1 9l Fe 4 R VT B — K1 % .

handler.subscribe("iot-2/type/" + MqttUti.DEFAULT _DEVICE_TYPE + “/id/+/mon", 0);

//Subscribe Device Events

[liot-2/typel/<type-id>/id/<device-id>/evt/<event-id>/fmt/<format-id>

handler.subscribe("iot-2/type/" + MqttUti. DEFAULT _DEVICE_TYPE + "/id/+/evt/" + MqttUti.DEFAULT _EVENT _ID + "/fmt/json", 0);

M event YR — callback 15 %L messageArrived 447 1X ELIRATR BRI 1) event B —MHEES, WRBE 4 Bk HE—
A~ command EENE & EE N 0.

public void messageArrived(String topic, MgttMessage mqgttMessage) throws Exception {
super.messageArrived(topic, mqttMessage);
Matcher matcher = pattern.matcher(topic);
if (matcher.matches()) {
String deviceid = matcher.group(1);
String payload = new String(mqttMessage.getPayload());
//Parse the payload in Json Format
JSONObiject jsonObject = new JSONODbject(payload);
JSONODbject contObj = jsonObject.getJSONObject("d");
int count = contObj.getint("count™);
System.out.printin("Receive count " + count + " from device " + deviceid);
/Nf count >=4, start a new thread to reset the count
if (count >=4) {
new ResetCountThread(deviceid, 0).start();
}
}
}



N S (App) R fEHT

n] 1% 4% & A command

JSONODbject jsonObj = new JSONObiject();
try {

jsonObj.put("cmd", "reset");

jsonObj.put("count”, count);

jsonObj.put("time", new SimpleDateFormat("yyyy-MM-dd HH:mm:ss").format(new Date()));
} catch (JSONException e) {

e.printStackTrace();
}
System.out.printin("Reset count for device " + deviceid);
/IPublish command to one specific device
/liot-2/type/<type-id>/id/<device-id>/cmd/<cmd-id>/fmt/<format-id>
handler.publish("iot-2/type/" + MqttUti. DEFAULT _DEVICE_TYPE
+ "/id/" + deviceid + "/cmd/" + MqttUti. DEFAULT_CMD_ID
+ "/fmt/json”, jsonObj.toString(), false, 0);

command %R iot-2/cmd/<cmd-type>/fmt/<format-id> HH <cmd-type> fF X 73 % FiAF £ command 288, AL H AT
5. <format> FATEE N json, LA command 75 L json 4wfil.
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https://docs.internetofthings.ibmcloud.com/#/

MQTT E 11T
http://mqtt.org/

1§ F Arduino Uno #= IBM loT Foundation 4 % z 5l 4% i) 15 5 4% Jik 28
http://www.ibm.com/developerworks/cn/cloud/library/cl-bluemix-arduino-iotl/index.html

{8 i IBM loT Foundation #= IBM Bluemix #J%: [ C )R] 5 815 5 N R P
http://www.ibm.com/developerworks/cn/data/library/ba/ba-bluemix-diy-iot-wearable-app/

f# FH Bluemix #2510 10T A= GPS IR 4512 & 16 1) fd e 7K1
http://www.ibm.com/developerworks/cn/cloud/library/cl-getmoarsteps-app/

f# H Geospatial Analytics ¥4 % B I 4-4 1oT b FHFE T
http://www.ibm.com/developerworks/cn/mobile/mo-connectedcar-app/index.html

IR IBM Bluemix B H F2 e it — AN ml LU FE4% ] Raspberry Pi 2 I 4%
http://www.ibm.com/developerworks/cn/cloud/library/cl-raspberrypi-iot-remote-monitoring-app/


https://docs.internetofthings.ibmcloud.com/#/
http://www.ibm.com/developerworks/cn/cloud/library/cl-bluemix-arduino-iot1/index.html
http://www.ibm.com/developerworks/cn/data/library/ba/ba-bluemix-diy-iot-wearable-app/
http://www.ibm.com/developerworks/cn/cloud/library/cl-getmoarsteps-app/
http://www.ibm.com/developerworks/cn/mobile/mo-connectedcar-app/index.html
http://www.ibm.com/developerworks/cn/cloud/library/cl-raspberrypi-iot-remote-monitoring-app/
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