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1.1 PREAT]
1.2 ZERINEIA

1.1 RIEANI]

f+ 2.2 Open API

Open API J2 eSight #2115 T REST (Representational State Transfer) #xif ()7 il
Mo =77 F AL FH Open API 42 LI AT ] eSight R B, #iltn. 2248
B, OWITEANEE, HEEHE,

Open API HIfERZ=

b BRI Z ot ER2MEARN RFBABIME R ITR b, KM R
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EX T HARNEINE 11, FoR VK2 APL KA R LA, 1R 2 AL M R FE 3
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Open API HI$F =
1. PRURHERERTR, BRTE =T KRG PUEE K.
2. BOHTERAER, vinz4, RCHFFHTTPS Vi,

3. ®J JSON (JavaScript Object Notation) ##its R THIRAZ I, WAfFH, 5T
B, AL XML &R g R RN

ft 2.2 REST
REST (Representational State Transfer) J&—Ffg5% W26 B2 FH 1t FHF & 5 X, ATEL
FEARTT R e, 32 R R nT R 4a1E
REST PA% U5 A%, %K URI (Uniform Resource Identifier) ME—#xil, 40
[rest/openapi/eam/meservice.
REST KH 4 FbrifE#(E Vi A % J8: POST. GET. PUT. DELETE.
e  POST ilH Rna @ % .
e GET@W R EHHERIFENELR.
e PUTIEH R/ EHARBEME L.
e  DELETE i & /M BR 5t U o

eSight [ Aot 4k 55 LA URI 7 A P S, F P JEad URI SREREL eSight F) 5%
P, BETSREC S B AIAR ST, DLSEELR P IO 7&K

ft 42 JSON

JSON & —Fh & 2% i g s 4% =X

JSON A P& 44 -

o X% DI{MHEEKRMAZ, Hin{keyl: valuel, key2: value2, ...}. AJ LA
Object.key JE (15 I £ ¥z

o M. DIOFSERMNE, Khelementl, element2, ...]. 7 LLEIT Object[index] ¥
K7 %E, index M 0 T4,

A[ L, AHXTTF XML, JSON F-445 e B fj4e, 154 ML &

T T R AR FE s AT 7 1) JSON =45 58 R £l

<script type="text/javascript">
var resultInfo = {"data":{"total":7,"key 2":2,"key 1":5},
"code":0,
"description":"Success to get alarmcount." };
//Access the value of key 1.
var key 1 = resultInfo.data.key 1;
</script>

ft 2.2 HTTP

ABSC AL MY (FE3C: HyperText Transfer Protocol, 455 : HTTP) & BB 5]
BN Z I —F 25
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Wit HTTP )1 H (24 T3t —Fok A A1 HTML DT ) 5 .

Wi HTTP 83 HTTPS PSR M % 4t — B AR R4 (Uniform Resource
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HTTP JHiE, fifEyEE HTTP 44 . HTTPS %4 =Eml 2 SSL, Kb & 4R @
i SSL n=s, DAWafRze 4k,

HTTP i53k{E5 (Request Message)

RHE RGBSR T

o i#K4T. Hltn GET /images/logo.gif HTTP/1.1, 7~ M/images H 3% ik logo.gif
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HTTP &K 7%

HTTP R7SH
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AR R EHIR A SRy B MIUFANTE T, A X AN 10T DAFEAS M S 4= 3 N 23 1
BOLE, Bl DASREE A “ R ZmIRRNME R Oufg B allfkosids) .

o GET: MIBEMRE AL “BoR” K. Ml GET JikNiz R HESIEGE, M
AR YT A “BIER” EEd, Binde Web Application .

® POST: [5& RIRFEAEHHE, TERIRS ST (B nFEse 3R s el B4 S
). BIRBE S EERA S . XANE R AT e 002 5 1 TR e s oA iR,
[/ <

o PUT: [a45& BN E MR HNE.

e DELETE: ifKRAR%#eFx Request-URI Frbr s i B2 i

e TRACE: [RIERS#UKBIMENR, FEH T s02H.

e CONNECT: HTTP/1.1 ¥ Wil B8 45 Re ot i e kO & 18 7 AR BRIk 55 4% . 1@
T SSL N RS 24 s (R AEmEZE i HTTP RS 2%

TIEGRRAREIX S KANE 1o 2AFEANE R ER S 10 B2 P AN S AR Xk 7 )48 SR 7325 ) ik

R 55 22 3 23R [FRRZSHS 405 (Method Not Allowed), 4 AR 55 2 AR B3 AS 32 5560 B 11

TERITIEI g, 43R [BRRASHS 501 (Not Implemented)

BT HTTP RIS T HRRAAT, IRVCR A0 HTTP RAS, 3 (LR R
RIS, LRBARASHOR I, PO SR 2
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IR ARS 55 — ABr AR 2 i B RS

o L HRE——IEROHRS AR, hekibH

®  x I ——IE R ORI aH R B JFiEZ

®  3xx HLE A ——h 2 a SRR A RESE X — TR

o Axx i REHR——IER G A TEHR B BT

o 5xx RS AR —— M55 SRR BN IEF I RIS R A A iR

HTTP &k #£451
TR —A HTTP 2 /3 5 R 4552 2 18 2 B F, 384T T www.google.com, 11
80,
% s R

GET / HTTP/1.1

Host:www.google.com

CR—ATHRETTE RIERAE . I OURA; 3 —AT24E L1 RAS A4 (19— header, fF:
o tEE EHLD

JIR 55 e L

HTTP/1.1 200 OK

Content-Length: 3059

Server: GWS/2.0

Date: Sat, 11 Jan 2003 02:44:04 GMT

Content-Type: text/html

Cache-control: private

Set-Cookie: PREF=ID=73d4aef52e57bae9:TM=1042253044:1LM=1042253044:5=SMCc_HRPCQiqy
X97j; expires=Sun, 17-Jan-2038 19:14:07 GMT; path=/; domain=.google.com

Connection: keep-alive

1.2 ZRAgtifid

eSight N5 =5 P R F AL T —% Open APl 32101, %5 =5 JT & % v LU ] HitpClient
ki B Open API 11

HttpClient s&—F 32 HF HTTP thil & P omdmfe T HA, &Sl 7 POST. GET.
PUT. DELETE %5 /57%. HT eSight T LAUEIE HTTPS viia, B AR~
HttpClient 24253 #F HTTPS #pii.

Apache Jakarta Common i H JT % ) HttpClient +% Java il A< ()% ] HttpClient, #1515

%% http://hc.apache.org/httpcomponents-client-ga/index.html, JF&R7~BI3E W 3.1 JFR —
ANFET HttpClient R H o FH Pt R] DUSEH FoAth v 5 () HittpClient i1 4 Open API %

I:[ o

Open API 224 4n & 1-1 fios .
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i License

P ek 4

CAfiE) o Ee s I

FLEIPH 2 4 I

1

S WEB T G % ) £

1l
I
bl

ERiF License
R P T R AT Al A g 2 = FR U License, 75 AR JC 518 A Open API.

F 7 B ) License #1504 “ SNMP 15 % 1L [ D) B &OpenSDK ™ (4 5 Ay
LNSHFSDKO031).

HIiE License [ TFEAIFETE S5 (License HIiETR T 1),
BE AT License &R “SNMP 24k [7 ThAE&OpenSDK ” 45 il Wi ) 77 750 T -

1. 7EFFRAIERE “RY > RGEEH > License HHL” .

2. 1F “License BH” W, AJLLEFE License A EZ E.. RIFEHHIEE . Thhgds
HME SRS B .

N]

BLEHFUEH
Vi Open AP &R F HTTPS 7730, B AFEEESE HTTPS 1 KGR F 2R . IEBI
BRINBRAE AL <2235 H >/ AppBase/etc/certificate/JettyServerKeyStore..
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St

1B E X

A S

o eSight NMEMHIER, FEMIAAECERIEBHERIABET.
o EMRREMAERZS ros.xml FEYECE I keystorePass —3; 4 AV IEPFEREE

25 ros.xml FRYEL B I keystorefilePath —¥ . BB A EAISIEK 2-1.

MESHRFES BT ERE “<23 H3>/AppBase/etc/oms.ros/ros.xml” A2
5.
£<2-1 ros.xml Bt EIijt A
SH SN{ATER AR - WIE/ATIE | W E - E£HAR
webservers/ros | ZEFEth i KL FRE Al ik il HRAER
OpenAPIROA/ String
hreadpool.threa r
d.max %Q%Eﬁ: Her
T H
BEE: 100
webservers/ros | £&F i PA 51 f K AR Al HPEARA. HFEM
OpenAPIROA/t String
hreadpool.queu .
e.max %%E{E: Hey
TAFHR
BRAE: 2000
webserversiros | ZEFFE IP (445, Al ik BIEREL: A | EELEN
OpenAPIROA/r SR A
oa.server.ip.whi -
te.list.enable ENEYEE:
false B} true
BRAB(E: true
webservers/ros | [44% ¥R . Alik BERA. RN
OpenAPIROAVI String
p.white.type BETE:
¥ e
BRAEME:
jetty.openapi
webservers/ros | Open API 33 [T FIN ) | 4% BAERA. HEEAN
OpenAPIROA/ | fii 2% 4% IP Mk, String
ﬁgnpectors/ope N BWfE, W
piROAConne . - —
ctorfip ESPRER S, FEHX ERELE N
IP Hhhit i MER) IP IP Hbht
ik (FRgEX 127.0.0.1
RS AS 01 (2016-06-03) LA RREE B 9
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2% nfRTER == WME/ATIE | IR e £ DA
3 0.0.0.0), E=HAHE BRE
VM Open API %M. & {£:127.0.0.1
m, RBERYAEEER
Open APl $£[.
webservers/ros | i Open API i[5 | Dbidk BAEHRAL. B4R
OpenAPIROA/ | &, String
connectors/ope P .
napiROAConne = %E{E: Her
ctor/port TR AR
Uit 15
BRAE(E: 32102
webservers/ros | openapi £z TN | Ak HomRT. HF A
OpenAPIROA/ | i fi A . String
comectorsone | s s it
piROAConne e el et
C it B BRI X #F WA
TLSv1.1 #n 2
TLSV12) , AR BREME:
BiTECE.
e HT jrel7 FEX
¥ TLSv12, &EFEH
TLSv1.2 thill, ##H
£ jrel.8.
webservers/ros | HTTPS i&#EHEFIAE | ik HIERA. HEAM
OpenAPIROA/ | ik 4% String
connectors/ope _—
napiROAConne /Ez{;ﬁﬁﬁ #
ctor/ssl.keystore e o
Jpath BRAEME:
etc/certificate/J
ettyServerKeyS
tore
webservers/iros | HTTPS J&HEIIE P35 | ik HHERA. A%
OpenAPIROA/ | 7, String
conpectors/ope R SHAE: T
napiROAConne ' SRR
Ctor/ssteystore i?‘:%ﬁ%%1fﬁﬁ encrypt 4 %i@ﬂ?%ﬂ%
.password ﬁkﬂ@i‘ﬂj{%ﬁ%e %_:ﬁ%
e 7E Windows ##{E &% BB AE
o, FREM<RE 9d7961bc8af54
5 d05ce509e03b1
 >/AppBase/tools/om 3ffce3abc75873
etool/encrypt/encrypt.b
TRRRE RS 137719062555
B, 28R A
encrypt.bat 0.
o 7 Linux B1ER%%
F, BEFER<RE
=
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2% PN AR WIEATIE | WA R - E£¥HN
5% >/AppBase/tools/bm

etool/encrypt/encrypt.s
W TERMEGFHE
B, &# <’
J3.Jencrypt.sh 0.

e & 24151«

<?xml version="1.0" encoding="UTF-8"?2>
<webservers>
<webserver name="rosOpenAPIROA">
<property name="threadpool.thread.max" value="100" />
<property name="threadpool.queue.max" value="2000" />
<property name="roa.server.ip.white.list.enable" value="true" />
<property name="ip.white.type" value="jetty.openapi" />
<connectors>
<connector name="openapiROAConnector" type="https">
<property name="ip" value="127.0.0.1" />
<property name="port" value="32102" />
<property name="ssl.keystore.path"
value="etc/certificate/JettyServerKeyStore" />
<property name="ssl.keystore.password"
value="9d7961bc8af54d05ce509e03b13ffce3abc7587373e7719062555£d5a££99084d" />
</connector>
</connectors>
</webserver>

</webservers>

BEEIP BEE

MEEHNTFESRTRILE “<z3H
3>/ AppBase/etc/iemp.framework/ip.white.list/ip-white-list-openapi.properties” SC44H I H
YL,

L1 isem
MHIFERT, ENEERRTREFNERE “<REH
=>/eSightSync/AppBase/etc/iemp.framework/ip.white.list/ip-white-list-openapi.properties” RECE H
-8

%<2-2 ip-white-list-openapi.properties fic Z iR

e 2 U CIE:::) S WIE/ATE | AR B e X' -
key 7 ] OpenAPI 4 LI | ik BHEREL: 7 | (RAFEX
=J7 R 1P ik G
iR B4 6
IP@jetty.opena
pi, HrIP 2
R3O 25 ik
1%
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2% PN AR WIEATIE | WA R - E£¥HN
BREME: T
Jic B 25451«

WE R PR

N

Nil

B | | Ly )

¥ ¥ ¥ M

=~ W N

=

10.1.1.1Q@jetty.openapi
10.1.1.2Q@jetty.openapi

[RARTY:
At “Openapi FFP4R” HBVHHA Open AP IZOIAIIIR, BTLURIEERBMIT, BAEERIERIA
i

1T Open API 2 BEAT I 454, BT LA 31 53 75 2209 1 H] Open API A FH P B EARL
PR J59an R

FEERBHILER “RE > RGEH > HPER”
FEEM AL A P .

£ R e, By el
FEFHATIF T , BEEARE

1 & “EARER” DR, wE W47
2.l “wE”, WE N7 M “PRAERL” . Bl “BE” .
3. WHE “MRS{EARE” A “BH” .
4. wHE “FHKA” Ny “OpenAPIHF” .
5. WE ‘W7 .

6. iy “F—B”

EFITIF T, WEATE AN “Openapi F 41”7 , {8 44 4 Open API
AR . sy “F—387

FEFAT IR DT T, BCE DT aEd], A A RN E N i B, MAFSE IP (Internet
Protocol) Huhl & 5% eSight. Hii “SERL”

e

A R

FARRLEENAE. AAE0, BERE 5% > AAEE ORELR; 298
RRLEENETASED, FERE 5% > ASEE" WRERR.

A 2B A . TP 0 sE s o H S O B B ERUR, 1
Ft “Openapi 417 BIERAERUR ok dmis, Fr DA E 8 75 22 91 B Open API
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N
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Nil

E%& WEB HERIB
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2. (EHPAIRAPIERE ERETO IR 4 QIE R .
3. i ‘T .

i R

WEPEHRAE, M A fi e R EALR

1 FE “IEPREAE” BBh, i cagin” .

2. IE “IEPEEHAET AEHEPIEBERERR R > FPEEY o il “HRE”
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1 fE “SRN” BB, XA EAIENITEE S,
2. Bl SRR .

FHYER R

EET RGN T B eSight 2450 WEB J7 20K IR KT Bad &, 41 N WEB AR %%
g, SEIALFR Y S EEE K 1 WEB Servlet, HE#%32Ik HTTPS B HTTP i 3R I 1] )37 44
TEER.

ﬁﬁ'ﬁu OpenAPI F F i Fl OpenAPI & %4 111 %% 3% eSight 248K HX openID, 4R /51T ]

RS BRI BB AT,  AETT B 2 R AT 5 =07 RGN RG AR BB
Eﬁ%ﬂ f) WEB Servlet URL #1585 =77 £ 4t Fi] - % I F2 M 31 B9 SRk SCH R
openiD.,
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[E2-2 WEB ;HEIiBERIZE

&

I RE eSight

ifi HeSight Open APITF 43k 1

Y

21 Open ID

i HeSighti (=11 Open AP 3 #4547 Open 1D)

R LT (] 2 1 I e &5 R

'Y

HEEN, NS RURLRILHBHE

VT Bal 4 2055 58 = T RS HIME—FRIRFT systemID, eSight R G R HamE—Aril
75 systemID RAEE =5 REE, WIREE =5 R4 H PR eSight % AR 51T 842
1, H systemID AH[R], U155 = O AN A BT S R .

M= RGMEE (OpenlD, urD KAESCER, FTEREFITH, BXET R
SCEFIT MG R, FRRIERITHE BB FZAF M EAEF . =T REEIHE
JEFIH URL 1 openlD {147 2501 28 =7 RGLIRIE

M =T RGNS AR IR A B T BB RIS R E AL HE Y eSight &
Gh R RIEH R, THEAFLBITEED, eSight REUEHERIET M D iE R
RIF5 R IEM B R AR, J54E eSight RGE ISR IR R IXEE, KHAHE
HMBE =T RS

eSight R4 ] LIS #5748 HTTPS 5 HTTP Fhill i) 55 =5 R4 K% HiBA. 24
B = RG] R O M G SaE AT URL S HTTPS #03, eSight &4t
55 =07 RS A0 FHEE 4 AGIFJ7 SN ST SSL 4%, HTTP WhistdR it data J@ A
I, AKEE HTTP $ AL Hrd i i i (R B (1 22 k. SR 28 =07 KRG
S URL N HTTP #0%, eSight RG0K % HTTP #SCHY data 7 B A AES128 il
RPN IR AT NG, =07 RGBS N B R S A Re A
AES128 Jias & 40 WL T F B S B U

RiE . <22%: Hs>/AppBase/etc/oms.ros/ros.web.notification.xml

%2-3 ros.web.notification.xml B¢ & IitixAA

e 2 LU CIE:::) S WE/ATE | AR B e EHHER
enable-ip- | AR P EBAT | MG | BOBEL 4 | WA
white-list I YF eSight R 55 H) 38 IR

5 1P A bl R 6 L o—

Al, 15 OpenAPI JFit false E; true

P R — a4 5
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28 nfRTER == WME/ATIE | IR e H£HHER
e B S B BREME: true
etc/iemp.framework/ip.w
hite.list/ip-white-list-
openapi.properties.
AR
A& REE e ERE
HFEEH, TEER.
http- 7] 55 =7 R4 LA SC Whide HHERA: HREK
encryption.key | HTTP Bl & i34 Bl String
SRRSO data B EETEE: 32
AT AES128 Jin% 1) % ANF I
B, AN 16 HEIER
7% 128bit (16 A7) ﬁiﬁ? f:
MFrr .
> o ﬂ{é‘ﬁz Xﬂ‘)ﬁz
B B SCA DA SCAF A S 2 4]
w1 RSN -
HASC R, 1 B E5DF96DES3E
/AppBase/tools/bmetool/ D56CBAE2536
encrypt/encrypt.bat Bk 8624DC25Ef
ncrypt.sh % B0
B, (R B B S
-, FEEINE THER
e B Sy R A b
WETF . KINFEE
http- ) 28 =7 R 48 LA S Wik FdmRA. A
encryption.iv HTTP Wil TH B il String
XSRS A data 7B BUAVERE: 32
PAT AES128 i I bt =
MR AR WV AE, »
500 16 HE G 1280t T
(16 M719) HF5F
.y B A
. o WS BkE
Bic B S R DL A E2CDBCA569
W, WERBEEEGAR 3654EF2E6F38
HISC IV AE, i 693653564E
/AppBase/tools/bmetool/
encrypt/encrypt.bat 5
ncrypt.sh fin%s T B n
%, (ARG S
-, RN T RESK
By 0 B S5 o 2
BEHT. KANFEE,
message- | NI RGMGR | Rk BHERA B | HEAEN
queue.queue.siz | %3 B B\ FI s K. ¥
e
BUEVE
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2% nfRTER == WME/ATIE | IR e £ DA
1~30000
BRA{E: 10000
message- BB RGMR | Dk BIERA. B | HEAEK
qﬁue-qllleue-ov TR VH S BBV H T £
erflow.alarm- R, TANEL. -
threshold- i1, Az B B {H Y R
percent 1~100
BRAEE: 95
message- B NE=TTRGiFK | Lk BIERR. M | AN
QUEUE.qUEU..oV | 5y B BN B HH i Xt v %
erflow.strategy ISV S BT
discard_new_ev
ent
store_in_temp_
file
GRAEME:
discard_new_ev
ent
message- M =T7 RGKIEHE | Lik HHERA. B | HFEN
queue.se_nder.re SE 4N AR ], B ¥
sponse-timeout- | ry, Fl. e
socond fiz: £ B3t
1~60
BREE: 3
message- 26 =7 RGKIETHE | Lk BIERA. B | HEAEK
queue.sender.re | 5@ 41 B R Uk E . 0
try-times
Y BB
1~10
REE: 3
message- 26 =07 KRG KIRTHE | Lk BHERE: B | HEAEMN
q$m%ﬂ%% S 51 ) 0 2 T £ e
nd-interval- N ek T v, 2 .
millisecond I;!Kmﬁﬂlﬂ, AL A B {H ¥ -
o 1~60000
BREE: 0
message- eSight RGESREM[A] | Wik BHERE. B | HEEN
qll!eu‘?-‘;eelo'l WAREH =TT RGELH #
alive.interval- | 3.z pim i ., # B
. ENEE R
minute Rre A3k, 130
BREME: 5
platform.versio | 7= i CASCAFRORLE, | ik BIEARA: HEAM
n-file L appbase/etc 1 AL String
IR R AR BUETEE:
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2% nfRTER == WME/ATIE | IR e £ DA
24 R
BRAEME:
platformversion
xml
platform.id P 1D Witk BAERA. R
String
BUETER: T
W
BRAEME
HuaweiPlatfor
m
platform.name | 7= G fROA S LS | bk HlmRA. HJFA K
an RAAE B B P44 String
i BB, T
L4
GRAEME:
PLATFORM_
VERSION
max-system- AT eSight 74 S @A | ik HHERA: K| HFEN
number (W26 =07 RS R #
e B {5
1~10
BREE: 10
system- B—NE=TTRGY | Lik BIERA. 7 | HEAEK
list.system.id B, RGN, s
BEYEE: O-
9a-zA-Z@_-
0,78~ &K
K 64
REE: T
system- B—ME=TT RGN | Dk HiERA. HE A
list.system.syste | & 451 eSight R4 - String
m-up-url HUEB &I URL CRR % B8 76
47 openlD AE) URL
BREME: T
system- B—NHE=TRGEHN | Lk BIERA: B | HEEN
listsystemmax | &, [E25&JEEYEK i
-event- I NA=E I ER A
. T 1 SR S B AE B T
aggregation- N HTTP 45 R 1~£ﬁomﬁ.
number D BN
AT AL 5
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2.2 B THZEIAE

HZH W 2-3 Fron s 3 T Z)GERT RIS .

E2-3 AHRHER

H o

HiiffLicense

P ek 4

CAfiE) o Ee s

HiH

ERiF License
R P T R AT Al A g 2 = FR U License, 75 A JC 518 A Open API.

F 7 B ) License #5104 “ SNMP 15 % 1L [ D B &OpenSDK ™ (4 5 Ay
LNSHFSDKO031).

HIiE License [ TFEAIFETE S5 (License HIiETR T 1),
BE AT License &R AH “SNMP 2%k [7 ThAE&OpenSDK ” 45 il Wi ) 77 750 1 -
1. 7EFFRFIERE “RE > RGEEH > License HHL” .

2. 1F “License BH” W, AJLLEFE License A Z E.. RIFEHHIEE . Thigs
HME SRS B .
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;

I

PR

=|
St

FeEHFIEP
W H Open APl 2R A HTTPS J70, T LAYEEE S, HTTPS i RGN FEIE . iE B
BRINBRAE AL <223 H s>/ AppBase/etc/certificate/JettyServerKeyStore..

A S

o eSight NMEMHIER, FEMIWAAECERIEBHERIABET.
o EMRRERMIEBZMS ros.xml FEELE I keystorePass —3; 4 AV IEPF R
25 ros.xml HENEL B IR keystorefilePath —¥(. BLE S EAISME 2-4.

EBc &
1. MEEHEITRESETRNE “<%dkHFZ>/AppBase/etc/oms.ros/ros.xml” A
ZH
F<2-4 ros.xml BL &IN5 ER
BH SfRTER R - WME/ATE | AR E e $¥AR
webserversiros | Zgf i i KZEFEEL GIpH HlERA: AR
OpenAPIROA/t String
hreadpool.threa .
d.max 7%%515: P2
FATH
BREE: 100
webservers/ros | £&FE 1 BA B 55 KA - Al ik 6 parith AR
OpenAPIROA/t String
hreadpool.queu .
e.max 2/}%%@: P2
TAFHR
BR¥E{E: 2000
webservers/ros | R EFFE IP (4. Al ik BAmERA. A7 | EEAX
OpenAPIROA/r SR
oa.server.ip.whi _
te.list.enable ENEYEE:
false BY true
BRAEME: true
webservers/ros | 444 ¥R . Alig HHEHRE. g =Rach
OpenAPIROAVI String
p.white.type BETEE: &
i H
REE:
jetty.openapi
webservers/ros | Open API 2 [T A () | 6% BARREL: R AR
OpenAPIROA/
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2% nfRTER == WME/ATIE | IR e £ DA
connectors/ope | A4 %e IP Hbdik . String
napiROAConne B BEUE. W
ctor/i o
P SRR, BRI R FRI
IP bR H g ET Y 1P IP itk
ik (REEX 127.0.0.1 o
8 0.0.0.0), BE=FF8E .
AF Open API#EO. & {5:127.0.0.1
m, RBERYAEEER
Open APl #:0.
webservers/ros | ] Open API i [5G | Dbidk HAERA. B4R
OpenAPIROA/ | 1%, String
connectors/ope P .
napiROACoNNe Z %E{E’ Aoy
ctor/port fg HAORHY

Ui [

BRAE(E: 32102
webservers/ros | OpenAPI % I ¥ | ATk HERA ENEL
OpenAPIROA/ | pi A . String

tors/
o OACO | 18 SY: F
napiROAConne e me s ot
(it B BRI X #F WA
TLSv1.1 n e
TLSV12) , AR REHE: £
BiTECE.
o HT jrel7 A’eeX
¥ TLSv12, EFEH
TLSvV1.2 thill, #EFHF
fEF jrel.8.
webservers/ros | HTTPS JE4EIEBIK1E | ©ik HyERA. EIEAN
OpenAPIROA/ | 4%, String
connectors/ope -
napiROAConne ,EE{E,{E’% it
ctor/ssl.keystore SRt A
.path BREE

etc/certificate/J

ettyServerKeyS

tore
webservers/iros | HTTPS iE4EIIE P 155 | ik BERA. HEAN
OpenAPIROA/ | fg,, String
connectors/ope | . PN o e
napiROAConne %Farh . UM w1
ctor/ssl.keystore |  ZERELEA encrypt £ i#i RN HAE

o 7E Windows #B{ER% O
, REEMA<RE 9d7961bc8af54
B d05¢ce509e03b1
3% >/AppBase/tools/bm 3ffce3abc75873
etool/encrypt/encrypt.b 73e7719b62555
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N
=t
N

A

2%

AR

B, s8R
encrypt.bat 0.

e 7 Linux BIER%
, BEEA<RR
=
$ >/AppBase/tools/bom
etool/encrypt/encrypt.s
h T Bk mEFiE %
B, <KX
J3.Jencrypt.sh 0.

fd5aff9908d

e & 24151

<?xml version="1.0" encoding="UTF-8"?>

<webservers>

<webserver name="rosOpenAPIROA">

<property name="threadpool.thread.max" value="100" />

<property name="threadpool.queue.max" value="2000" />

<property name="roa.server.ip.white.list.enable" value="true" />

<property name="ip.white.type" value="jetty.openapi" />

<connectors>

<connector name="openapiROAConnector" type="https">

<property name="ip" value="127.0.0.1" />

<property name="port" value="32102" />

<property name="ssl.keystore.path"

value="etc/certificate/JettyServerKeyStore" />

<property name="ssl.keystore.password"

value="9d7961bc8af54d05ce509e03b13ffce3abc7587373e7719062555£d5a££9908d" />

</connector>
</connectors>
</webserver>
</webservers>
2. MEEFHRTFESHTRKE “<2dd Hx>/AppBase/etc/oms.ros/rosinternal. xml”
A IBEL
£%2-5 rosinternal.xml it & I A
2% (T ER f-- e Wi ATIE | W E - £¥HR
aslip SR B RS i 1 IP | ATk BERE HJH AR
otk String
PUEVER: %L
T
HhAaE: kL
as/port 3R B I IR S5 i v | Tk BEREL RN
M, String
BUEVERE: %L
T
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2 HrHAMES

2%

AR

REME:

as/openapiServi
cePort

OpenAPI AR %5 i 7
ROA 2 28 )it [

BomRA.
String

BUETaR: %

T A
HBAE(E: 32102

HFER

as/tokenTimeou
t

token 2% R4 B[R] .

HyERA:
String
BUETERE: %
TR,
1800~14400
BRE(E: 14400
AL

HHER

securityManage
r/lockIntervalTi
me

securityManage
r/ferrMaxCount

securityManage
rlerrinterval Tim
e

X 3N E IR ER A
{8 FIC & M OpenAPI
B8 e SR, FAr
RREEL RS B
4N 3 A fc B I AL E
(ERUNE

lockintervalTime: 600

-/ Epaith
String

BEVER: %
TR,
30~14400
BRE(E: 600

Bhr: B

HRAER

errMaxCount: 5
errintervalTime: 300

M7~ H FAE 300 #p2
i OpenAPI 415 1k
Buk®| 5%, A4
eSight 2 81€ 600 A
2 ¥rH F openapi

/6 parith
String

BEVERE: %
TR,
1~30

HhEE: 5
B K

HJF AL

HERA.
String

BUETEE: £

TR,
30~14400
Fhinfl. 300
Bhr.

A AR

callCondionSet/
methodRespons
eTime

2 LV FH AR o S 8] o

HmRAl.
String
BUETEH: %
FFRE,
100~10000

HH AR
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2% nfRTER == WME/ATIE | IR e £ DA
BRAEME: 2000
callCondionSet/ | % & /8 VPRI | Alik HIERA. HFEM
perMethodPer | v, String
MinuteCallTim e "
: BATE. %
TR
400~1000
BREME: 400
callCondionSet/ | #: [ guit s KH | Alik HIERA. HIFAEMN
requestLogmax | 4% %, String
Size BUETER: %
TR,
1~20000
BRAE{E: 20000
callCondionSet/ | iA%I#: A SR | "lik HlmRA. HEAM
logDeleteRecor | k: H & £ ¥05 & U String
d IS =8 EVETEE: %
FIERE
500~5000
BB (E: 500
digistAuthUsers | S ZLAIERH P 4, % | oTik HIERA. HHEK
Ixx Wi B I B N iz String
IREDS VAR TP BEVERE: £
AR 52 R
o ZFL EWEIANR Bhastl. 1
%, REMBEINER als
FERFPBITRRE.
o APEZREIFAHR
ZHgERE.
o APETREENT 6 1
FH,AEXT 32
FRAEBETHEM
"Ho0/&'<+=>70® 4F
HFT
o FHEEREIEEE
ZAREBREFER
encrypt £ FHI L 25
3.
o 7 Windows ##{ER%
h, FEFERA<RE
=
3% >/AppBase/tools/bm
etool/encrypt/encrypt.b
at’ TR RINZHFMEE
B, a2 A
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Y NI Y SRR WIE/AE | AR E - | EHAER
encrypt.bat 0.

e 7 Linux BIER%
h, FEFER<RE
H
$ >/AppBase/tools/bm
etool/encrypt/encrypt.s
W TERMEFES
B, @& 4K
J3.Jencrypt.sh 0.

e & 24151

<?xml version="1.0" encoding="UTF-8"?2>

<config name="oms">
<config name="as">
<!--ip of default roa service-->
<param name="ip"></param>
<!--https port of default roa service-->
<param name="port"></param>
<!--https port of internal openapi service-->
<param name="openapiServicePort">32102</param>
<!--token timeout (second), min: 1800, max: 14400-->
<param name="tokenTimeout">14400</param>
</config>
<config name="securityManager">
<!--account lock time (second), min: 30, max: 14400-->
<param name="lockIntervalTime">600</param>
<!--max retry times, min: 1, max: 30-->
<param name="errMaxCount">5</param>
<!--retry interval time (second), min: 30, max: 14400-->
<param name="errIntervalTime">300</param>
</config>
<config name="callCondionSet">
<param name="methodResponseTime">2000</param>
<param name="perMethodPerMinuteCallTime">400</param>
<param name="requestLogmaxSize">20000</param>
<param name="logDeleteRecord">500</param>
</config>
<config name="digistAuthUsers">
<param name="userl1l234">
9d7961bc8af54d05ce509e03b13ffce3abc7587373e7719062555fd5aff9908d</param>
<param name="user5678">
9d7961bc8af54d05ce509e03b13ffce3abc7587373e7719b62555fd5aff9908d</param>
</config>
</config>

BEIPHZE

MWEEHRHESRTRIE ‘<%l
3>/ AppBase/etc/iemp.framework/ip.white. list/ip-white-list-openapi.properties” C£F A H H
z %0
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;

PR

I

=|
St

L1 s
WAHNIERT, ENEEERETRIENRE “<REKH
E>/eSightSync/AppBase/etc/iemp.framework/ip.white. list/ip-white-list-openapi.properties” RECE H
BE,

£2-6 ip-white-list-openapi.properties & & 15115 BB

&% EUNDE: . “SeEE WIE/AIE | AR e £HHA

key i 15 OpenAPI #2111 11155 | ik BARRA, 7| BRI
=J7 R FHET 1P Hihk = ¥ Hf

SR HR{E 76
IP@jetty.opena
pi, HrIP 2
F 43 X 2 b b
.

BREE:

Hie & 24451«

10.1.1.1@jetty.openapi
10.1.1.2@jetty.openapi
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3 DEMO

AATIEIE > DEMO S48 el i A Open AP £ 1T & N H
3.1 JFR—/EET HitpClient f) 5

3.2 i Restclient T. .36 1E Open API ({X [} openid TAilE)
3.3 LA AR 5 e SR

3.1 A% —1ET HttpClient HIM F

LHREST 4R

AN FH R s anAeT A 2R T HitpClient (142 125 ) 5 B E4{E B

XA
AR AW . LA ros_demo.rar %k DEMO.

|-1ip

| Lcom. springsource.org.apache.commons.lang-2.4.0.jar

| L-commons-beanutils-1.8.0.jar

| L-commons-collections-3.2.1.jar

| I—commons—loggj_ng—l.1.1.jar

| I—ezmorph—l.O.6.jar

| L-httpclient-4.2.2.3jar

| |—httpcore—4.2.2.jar

| Lson-1ib-2.4-3jdk15.jar

|—src

| Lros

| L pasedhttpclient

| I—ParseResponse. java

| L TestGetAlarms. java

L1 istem

o *java XHEAN AR, HIEENHA UTF-8. main EHI7E TestGetAlarmDetail java 3T
fr, ParseResponse.java 31 F T &4 JISON FE&F £,

o *jar MHEARBKBA jar 8. A THRBIFER, HREBEARTIZRRENXS AR A jar
.
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3 DEMO

BiIUFER JRE 1.7 SRR,

" LLZ 4 3-1 7£ Eclipse T A i G AN FH ) T A% -

[E3-1 T4

4 =4 ros_demo

4 [ grc

4 1 ros.basedhitpclient

3

»

[J] ParseResponsejava
[J] TestGetAlarms.java

» =4, JRE System Library [jdlk1.7]

4 =i Referenced Libraries

= lib

3

3

3

3

3

3

3

3

(ona
=
Ll
(ona
=
Ll

(ona

=
Ll
(o

i)

com.springsource.org.apache.commons.lang-2.4.0jar

commans-beanutils-1.8.0,jar
commaons-collections-3.2.1,jar
commaons-logging-1.1.1jar
ezmorph-1.0.6jar
httpclient-4.2.2 jar
httpcore-4.2.2jar
json-lib-2.4-jdk15,jar

ET openid IMEF % A
(1] s
TR BARTIRS IR MRS, (tsE. AE=HFLEES, RFRKRIEE, &

WEERENE,
EHREFIREROLRASME—, SUEOFARTE. NENHURAEEFSE
e EX .

ST G IHIRI openid.

//set the URL

String openidURL = "/rest/openapi/sm/session";

//set parameters

List<BasicNameValuePair> parameters = new ArrayList<BasicNameValuePair>();

parameters.add(new BasicNameValuePair ("userid", userName)) ;

parameters.add(new BasicNameValuePair ("value", pwd));
"10.10.10.10"));

parameters.add(new BasicNameValuePair ("ipaddr",

//create a connection manager

X509TrustManager tm = new X509TrustManager () {

public void checkClientTrusted (X509Certificate[] xcs,

}

String string)

public void checkServerTrusted (X509Certificate[] xcs, String string)

}

public X509Certificate[] getAcceptedIssuers ()

{

{

{
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return null;
}
}i

//create a SSL connection
SSLContext sslcontext = SSLContext.getInstance ("TLS"):;

sslcontext.init (null, new TrustManager[] { tm }, null);

SSLSocketFactory socketFactory = new SSLSocketFactory(sslcontext,

SSLSocketFactory.ALLOW ALL HOSTNAME VERIFIER);

SchemeRegistry schemeRegistry = new SchemeRegistry();

schemeRegistry.register (new Scheme ("https", port, socketFactory));

//create a HttpClient to connect to the target host
HttpClient httpClient = new DefaultHttpClient (new

BasicClientConnectionManager (schemeRegistry));

//set the URL
String url = "https://" + ip + ":" + port + openidURL;

//set the method
HttpPut httpPut = new HttpPut (url);
httpPut.setEntity (new UrlEncodedFormEntity (parameters,

//send the request
HttpResponse response = httpClient.execute (httpPut) ;

"UTF-8")) ;

Map<String, String> retMap = ParseResponse.parseResponse (getResult (response)) ;

if (retMap.get("code") .equals("0")) {
return retMap.get ("data");
}

return "";
S22 FHEO,

//set the URL
String queryNeURL = "/rest/openapi/alarm";

//set headers and parameters

List<BasicNameValuePair> headers = new ArraylList<BasicNameValuePair> () ;

headers.add (new BasicNameValuePair ("openid", openid)) ;

List<BasicNameValuePair> parameters = new ArraylList<BasicNameValuePair>() ;

parameters.add(new BasicNameValuePair ("size", "100"));

//create a connection manager
X509TrustManager tm = new X509TrustManager () {
public void checkClientTrusted (X509Certificate[] xcs,

}

public void checkServerTrusted (X509Certificate[] xcs,

}

public X509Certificate[] getAcceptedIssuers() {
return null;

}

}i

//create a SSL connection

String string)

String string)
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SSLContext sslcontext = SSLContext.getInstance ("TLS") ;

sslcontext.init (null, new TrustManager[] { tm }, null);

SSLSocketFactory socketFactory = new SSLSocketFactory(sslcontext,
SSLSocketFactory.ALLOW ALL HOSTNAME VERIFIER);

SchemeRegistry schemeRegistry = new SchemeRegistry();

schemeRegistry.register (new Scheme ("https", port, socketFactory)):;
//create a HttpClient to connect to the target host
HttpClient httpClient = new DefaultHttpClient (new

BasicClientConnectionManager (schemeRegistry));

//set the URL
String url = "https://" + ip + ":" + port + queryNeURL;

//set parameters

if (null != parameters) {
url += " ";
boolean init = false;

for (BasicNameValuePair e : parameters) {
if (!init) {
url += URLEncoder.encode (e.getName (), "UTF-8") + "=" +
URLEncoder.encode (e.getValue (), "UTF-8");

init = true;
} else {
url += "&" + URLEncoder.encode (e.getName (), "UTF-8") + "=" +

URLEncoder.encode (e.getValue (), "UTF-8");
}
}
}
HttpGet httpGet = new HttpGet (url) ;
//set headers
if (null !'= headers) {
for (BasicNameValuePair header : headers) {
httpGet.setHeader (header.getName (), header.getValue());
}
}

//send the request
HttpResponse response = httpClient.execute (httpGet) ;

String ret = getResult (response);
if (null == ret || ret.isEmpty()) {
return "";

}

//get the result

Map<String, String> retMap = ParseResponse.parseResponse (ret);
if (retMap.get("code") .equals("0")) {

return retMap.get ("data");

}

return "";

TR
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ETHEINEFLZNA
(1] s
o FFAEBINFAREEM T 32 HitpContext I EFRENS .
o WA eSight BY;EAF ROA #0314 OpenAPI AR .
o LUTREMRBANMRSHIEDHER, (ESE., ERF=FFLEES, RFRWEIES, &

MEFERENK .
o IFHREFIREANMRASNE—Y, BUROBERTE. WENHUMAEEESSE
e E X

FE1 RWEEHLEL.

import javax.net.ssl.SSLContext;
import javax.net.ssl.X509TrustManager;

import javax.net.ssl.TrustManager;

import java.io.BufferedReader;

import java.io.IOException;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.cert.X509Certificate;
import java.util.ArrayList;

import java.util.List;

import org.apache.http.HttpResponse;

import org.apache.http.client.HttpClient;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.HttpDelete;

import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;

import org.apache.http.client.methods.HttpPut;

import org.apache.http.client.methods.HttpUriRequest;
import org.apache.http.conn.scheme.Scheme;

import org.apache.http.conn.scheme.SchemeRegistry;

import org.apache.http.conn.ssl.SSLSocketFactory;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.conn.BasicClientConnectionManager;

import org.apache.http.message.BasicNameValuePair;

public class NewHttpsAccess {
/**
* http WH
* @param ip IP
* @param port it 1
* @param url URL Hihk
* @throws Exception
*
public static HttpResponse access(String ip, int port, String url, String method,
BasicNameValuePair[] headers, BasicNameValuePair[] parameters) throws Exception {
List<BasicNameValuePair> headers2 = null;
List<BasicNameValuePair> parameters2 = null;

if (null != headers) {
headers2 = new ArraylList<BasicNameValuePair> () ;
SCRERRA 01 (2016-06-03) A A (5 30
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for (BasicNameValuePair e : headers) ({
headers2.add(e) ;

}

if (null != parameters) {
parameters?2 = new ArrayList<BasicNameValuePair>();
for (BasicNameValuePair e : parameters) ({

parameters2.add(e) ;

}

return access (ip, port, url, method, headers2, parameters2);

/**
* http VA
* @param ip Ip
* @param port pr
* @param url URL Hbuht
* @throws Exception
*/
public static HttpResponse access(String ip, int port, String url, String method,
List<BasicNameValuePair> headers, List<BasicNameValuePair> parameters) throws
Exception {
X509TrustManager tm = new X509TrustManager () {
public void checkClientTrusted (X509Certificate[] xcs, String string) {
}

public void checkServerTrusted (X509Certificate[] xcs, String string) {

}

public X509Certificate([] getAcceptedIssuers() {

return null;

}i

SSLContext sslcontext = SSLContext.getInstance ("TLS");

sslcontext.init (null, new TrustManager[] { tm }, null);

SSLSocketFactory socketFactory = new SSLSocketFactory(sslcontext,
SSLSocketFactory.ALLOW ALL HOSTNAME VERIFIER);

SchemeRegistry schemeRegistry = new SchemeRegistry();

schemeRegistry.register (new Scheme ("https", port, socketFactory)):;

HttpClient httpClient = new DefaultHttpClient (new

BasicClientConnectionManager (schemeRegistry));

// URL
url = "https://" + ip + ":" + port + url;

System.out.println (url) ;

/1 BESH

HttpUriRequest httpRequest = null;

if ("PUT".equalsIgnoreCase (method)) {
HttpPut httpPut = new HttpPut (url);
httpRequest = httpPut;

SCRERRA 01 (2016-06-03) A A (5 31
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if (null != parameters) {
try {
UrlEncodedFormEntity tmp = new UrlEncodedFormEntity (parameters,
"UTF-8") ;
httpPut.setEntity (tmp) ;
} catch (UnsupportedEncodingException el) ({
el.printStackTrace () ;
}
}
} else if ("POST".equalsIgnoreCase (method)) {
HttpPost httpPost = new HttpPost (url);
httpRequest = httpPost;
if (null != parameters) {
try {
UrlEncodedFormEntity tmp = new UrlEncodedFormEntity(parameters,
"UTF-8") ;

httpPost.setEntity (tmp) ;

} catch (UnsupportedEncodingException el) {

el.printStackTrace();

}

} else if ("GET".equalsIgnoreCase (method)) {

if (null != parameters) {
url += "?2";
boolean init = false;

for (BasicNameValuePair e : parameters) {

if

URLEncoder.encode (e.

('init) {
url += URLEncoder.encode (e.getName (),
getvalue (), "UTF-8");

init = true;

} else {

url += "&" + URLEncoder.encode (e.getName (),

URLEncoder.encode (e.getValue (), "UTF-8");

}

}

HttpGet httpGet = new HttpGet (url) ;

httpRequest = httpGet;
} else if ("DELETE".equalsIgnoreCase (method)) {

if (null !'= parameters) {
url 4= "?2";
boolean init = false;

for (BasicNameValuePair e : parameters) {

if

URLEncoder.encode (e

} e

URLEncoder.encode (e

}

}

('init) {

url += URLEncoder.encode (e.getName (), "UTF-8")

.getvalue (), "UTF-8");

init = true;

1lse {

url += "&" + URLEncoder.encode (e.getName (),
.getvalue (), "UTF-8");

HttpDelete httpDelete = new HttpDelete (url);

httpRequest = httpDelete;

"UTF-8")

oo g
"UTF-8") +

bomon g
"UTF-8") +

non 4

non 4
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} else {

return null;

/ /% header
if (null != headers) {

for (BasicNameValuePair header : headers) {

httpRequest.setHeader (header.getName (), header.getValue()) ;

// RIEER
HttpResponse response = httpClient.execute (httpRequest) ;

return response;

public static String getResult (HttpResponse response) throws
IllegalStateException, IOException {

// kiR mlE

InputStream is = response.getEntity().getContent();

BufferedReader br = new BufferedReader (new InputStreamReader (is));

String ret = "";
String line = "";
while ((line = br.readLine()) != null) {
if (!'ret.isEmpty()) {
ret += "\n";
}
ret += line;
}

return ret;

private static final String GLOBAL IP = "10.66.90.144";
private static final int GLOBAL PORT = 32102;

@Test
public void correct nedevice queryby Test () throws Exception
{

String openidURL = "/rest/openapi/netype";

String method = "GET";

//RER 4

String DIGEST USER = "userl234";

long nounce = getNounceFromRequest (openidURL, method, DIGEST USER);

/ 1 TR

String DIGEST PASSWORD = "Testl1234";

/ /HERLHGEH

String DIGEST NC = "1";

RERL T TIE

String DIGEST CLIENTNOUNCE = "OA4F113B";

icorrect nedevice queryby Test (openidURL, method, nounce,
DIGEST PASSWORD, DIGEST NC, DIGEST CLIENTNOUNCE) ;
}

DIGEST USER,
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private static long getNounceFromRequest (String url, String method, String
userName) throws Exception({

BasicNameValuePair[] headers =

{
new BasicNameValuePair ("nounce", "0"), //BEHEUHES 0, 42 HEHIRELEL
new BasicNameValuePair ("digest", ""),
new BasicNameValuePair ("appkey", userName),

}i

HttpResponse response = NewHttpsAccess.access (GLOBAL IP, GLOBAL PORT, url,
method, headers, null);

String body = NewHttpsAccess.getResult (response);

System.out.println (body) ;

return saveNounce (body) ;

public static long saveNounce (String body) {
if (null != body && !body.isEmpty()) {

final String splitstr = "\"data\":\"";

int nIndex = body.indexOf (splitstr);

String data = null;

if (nIndex >= 0) {
String strtmp = body.substring(nIndex + splitstr.length());
int nIndex2 = strtmp.indexOf ('\""');
if (nIndex2 > 0) {

data = strtmp.substring (0, nIndex2);

if (null == data || data.isEmpty()) {

return 0;

return Long.valueOf (data);

return 0;

)
B2 HHERME.

private static BasicNameValuePair[] getRosDigestHeader (String url, String method,
long nounce, String DIGEST USER, String DIGEST PASSWORD, String DIGEST NC, String
DIGEST CLIENTNOUNCE) throws Exception {

String disgest = getDigestSrcData (DIGEST USER,
url,
method,
(nounce + "").toUpperCase(),
DIGEST_NC,
DIGEST CLIENTNOUNCE,
DIGEST PASSWORD
)i
System.out.println (disgest) ;
BasicNameValuePair[] headers =
{
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new BasicNameValuePair ("nounce", nounce + ""),

new BasicNameValuePair ("digest", disgest),

new BasicNameValuePair ("appkey", DIGEST USER),

new BasicNameValuePair ("digestAlgorithm", "SHA256"),

new BasicNameValuePair ("nc", DIGEST NC),

new BasicNameValuePair ("clientNounce", DIGEST CLIENTNOUNCE),
}i

return headers;

/**

* 3R AT S A SR AR R

* WIRBENLECR L, HBAIR[E] null

* If the algorithm directive's value is "MD5-sess", then HAl is

& HA1=MD5 (MD5 (username:realm:password) :nonce:cnonce)

* If the gop directive's value is "auth" or is unspecified, then HA2 is

& HA2=MD5 (method:digestURI)

* If the gop directive's value is "auth" or "auth-int", then compute the
response as follows:

* response=MD5 (HAl :nonce:nonceCount:clientNonce:qop:HA2)

*

* @return THEMEM ALY
* @throws Exception

*/

public static String getDigestSrcData (String appkey, String url, String method,

String nounce, String nc, String clientNounce, String appsecure) throws Exception {

String gop = "auth";

String realm = "openapi";

/ /5 HAL

String strl = appkey + ":" + realm + ":" + appsecure;

String tmp = hashCalc(strl, appsecure);
String str2 = tmp + ":" + nc + ":" + clientNounce;

String hal = hashCalc(str2, appsecure);

//THE HA2
String str3 = method + ":" + url;
String ha2 = hashCalc(str3, appsecure);

String rtn = hashCalc(hal + ":" + nounce + ":" + nc + ":" + clientNounce +
":" + gqop + ":" + ha2, appsecure);

return rtn;

private static String hashCalc(String str, String appsecure) throws Exception
String rtn = EncryptionUtil.hmacSHA256Encrypt (appsecure, str);
return rtn;

)
FE3 AN,

{

private void icorrect nedevice queryby Test (String url, String method, long nounce,

String DIGEST USER, String DIGEST PASSWORD, String DIGEST NC, String
DIGEST CLIENTNOUNCE) throws Exception
{
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BasicNameValuePair[] headers = getRosDigestHeader (url, method, nounce,
DIGEST USER, DIGEST PASSWORD, DIGEST NC, DIGEST CLIENTNOUNCE) ;

/*
* necategory Bk

netype WA
neip W% ip bk (ip JE4RE)
nestate W E8 13RS GERRIRES)
start e BB ER AR 10 A B AR R [ A ) 45 SR 4
size fa g iR I w45 R A AL
orderby e B A 45 A B HE P 7 B
desc e B RO B P HET o
*/

BasicNameValuePair|[] parameters =
{

new BasicNameValuePair ("necategory", ""),

new BasicNameValuePair ("netype", ""),
new BasicNameValuePair ("neip", ""),
new BasicNameValuePair ("nestate", ""),
new BasicNameValuePair ("start", ""),
new BasicNameValuePair ("size", ""),
new BasicNameValuePair ("orderby", ""),

new BasicNameValuePair ("desc", "")
bi
HttpResponse response = NewHttpsAccess.access (GLOBAL IP, GLOBAL PORT, url,
method,
headers, parameters);
String body = NewHttpsAccess.getResult (response) ;
System.out.println (body) ;
}

-

3.2 (£ Restclient TEIZIE Open API ({XFR openid TAE)

AJ LA 2 =77 T2 Restclient K5 E Open APl #2111, 1 #ihhik:
http://code.google.com/p/rest-client/downloads/detail?name=restclient-ui-3.2.2-jar-with-
dependencies.jar&can=2&q=rest-client

10 +3e
o IBEMREFPIRERNIMEASHE—, BUEOARTE. NENHIRAEEESE
BB E X -
o [T Restclient TE B S#IRE], 7E#H Restclient T EIGIF Open API B, IHERFZIHA “<
Z % B3R >/AppBase/etc/oms.ros/ros.xml” AN ssl.protocol T (B ETEERE A
“webservers/rosOpenAPIROA/connectors/openapiROAConnector/ssl.protocol”), HES RS
o

<property name="ssl.protocol" value="SSLv2Hello;TLSvl.1;TLSv1.2; TLSv1l" />

J\é?j_--:[-/ ~
£ JAR 0 F R b A8, A Java ITIFIEREFY o
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AT

FEEEITIMEEERET JRE.

| # WizTools.org RESTClient 3.2.2 /
File Edit History Tools Help
HTTP Request
o | ElEn

( Method [ Header [ Cookie [ Body ] Auth | SSL (Etc. f Test |

Key: | | value: | [| =

Header ’ Value

HTTP Response
Status: HTTP/M.1200 OK

[ Headers [ Body ] TestResult

HTTP Header Value
Content-Type application/json;charset=UTF-8
Content-Length 5246

WizTools.org RESTClient

JRBY openid
$E1 A URL.

#20 A https://IP:32102/rest/openapi/sm/session, i IP /& Open API R 55 T AEHL 251 IP
Motk 4, https://192.168.1.1:32102/rest/openapi/sm/session..

$IB 2 7F Method WA HEFE “PUT”
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(R ; 2
- @ WizTools.org RESTClient 3.2.2 ol &=
File Edit History Tools Help
HTTP Request
URL: |ht1ps://192.168.1.1:32102/rest/openapi/sm/session |v“ » |

[ Method [ Header |‘ Cookie I Body [ Auth [ SSL [ Etc. | Test |

HTTP Method
) GET ) POST
® PUT {_) PATCH

() DELETE () HEAD
) OPTIONS () TRACE

H$YR3 f£ Body WP MIASE, SHSHEGINETTUZHER! RIBEIGIHE. HiR! RIKE

5. -

Body J57%4°y “String body”, & 257K “application/x-www-form-urlencoded:;

charset=UTF-8",

body %A “userid=admin&value=Test1234&ipaddr=192.168.1.100”, H:+ userid.
value. ipaddr 2Z¥ 4, EROHHNH. admin, Test1234. 192.168.1.100 /&1H .

© WizTools.org RESTClient 3.2.2

=% (ECR ==
File Edit History Tools Help
HTTP Request
URL: |https://192.163.1.1:32102/rest/openapi/sm/session Iv“ » |
|"" Method | Header [ Cookie [ Body ] Auth ] SSL [ Etc. | Test |
String body Ivl
applicationi-www-form-urlencoded; charset=UTF-8 | (3 | | 4 ||
userid=admin&value=Test1234&ipaddr=192.168.1.100
$IB A4 SSL T Truststore Fx2s b N IIE 5 8% 42 F 3565
WA LU SREL, #420] LA il B O ros.xml Bt & .
SR NAIE P S PR 20
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HTTP Request
URL: lhttps:ll192.168.1.1:32102Irestlopenapilsmlsession lvl | » I

( Method rHeader [’COokie rBody rAuth rSSL rEtc. rTest |

[ General I'Truststm’e rKeystore |
Truststore file: NEMPVEMP\etc\certificate\applicationinod

Truststore password: |..--.-......| |

$IE5 7E SSL T2 General Fr25rr, EEUWF.

‘Eile Edit History Tools Help

HTTP Request
URL: |nttps://192.168.1.1:32102/resuopenapi/sm/session Iv“ » |

Method I’Header I’Cookie rBody rAuth rSSL I’Etc rTest |
( General rTruststore rKeystore |

Trust self-signed certificate?

Hostname verifier: IAllow Al | s |

Sme i 22 |

YRR A 01 (2016-06-03) N ERAREEE 39
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% WizTools.org RESTClient 3.2.2 = -3
File Edit History Tools Help
HTTP Request
URL: Ihttps:/ﬂ92.168.1.1:32102lrest/openapi/sm/session lv“ » ]
lﬂl Method ] Header | Cookie [ Body [ Auth | SSL [ Etc. [ Test |

String body v\

2ol WO

application/x-www-form-urlencoded; charset=UTF-8 l | H

userid=admin&value=Test1234&ipaddr=192.168.1.100

HTTP Response
Status: HTTP/1.1 200 OK

(" Headers [ Body [ Test Result ]

‘|k‘code':0,'data':"4d6f2454~4636-4f27-91 b2-cfe51fa36bd8" “"description™"Operation success.”} ‘ ’

I “4d6f2454-46a6-4127-91b2-cfe51fa36bd8” i /& openid.

A Open API Th&E#EO
AT
2 Method TI & Hi%IERIF5 /A5 DELETE B, BRFESHUER “SHIIR" MBI URL
th, 20 http://192.168.1.1:32102/rest/openapi/user?userid=user01, HNFEO LALLM,

X B PLE W v AE BRI e, otz O 7238
BB A WA S B LS R, T RIRIE A R 5 &

® URL: /rest/openapi/nedevice

e hitp J5i%: GET

o HMAZHEREWT:

BRE WIEME | SHUE | SRER | SHUHA
necategory | nJi% ZHyF | String (P&
netype A i ZHhiF | String HEE SN
neip Ak ZH 5% | String Wt P Hudl.

$E1 i\ URL: https://192.168.1.1:32102/rest/openapi/nedevice .
B2 1E Method TV HIERE “GET”
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HTTP Request

URL: Ihttps:ll192.168.1.1:32102/rest/openapilnedevice |v“ » |

( Method [’Header rCookie rBody rAuth [’SSL rEtc. rTest |

HTTP Method
® GET ) POST
O PUT (O PATCH
() DELETE (O HEAD
() OPTIONS () TRACE

SR 3 1E Headers T1% I 124U openid.

key 7y “openid”, value {2 F1HiZKELK openid fE “4d6f2454-46a6-4f27-91b2-
cfe51fa36bd8”.

File Edit History Tools Help

HTTP Request
URL: [hﬂps://192‘168‘1.1:32102/restlopenapilnedevice ]v“ » |

[ Method [ Header |’Cookie rBody rAutn rSSL |’Etc. |’Test [
Key: | | value: | [| < g I

Header Value
openid 4d6f2454-4636-4127-91b2-cfe51fa36bd8

S 4 7F SSL TLZE M Truststore AR5 Hh#i NAIE 18842 Fl 2505,
WP LU SREL, #6420 LS % B SO ros.xml Bt & .
SR AR NAIE P SR 50
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‘HTTP Request
URL: Ihttps:ll1 92.168.1.1:32102/rest/openapi/smisession Ivl I >> I

( Method rHeader rCookie rBody rAuth rSSL rEtc. [’Test |

[ General I'Tmststore l"Keystore |
Truststore file: NEMP\EMP\etc\certificate\application\nod

Truststore password: |............| |

$IE5 7E SSL T2 H General Fr25rr, EEUWF.

File Edit History Tools Help

HTTP Request
'URL: |https://192.168.1.1: rest/openapi/nedevice -
'URL: |https://192.168.1.1:32102/rest/ inedevi »

Method rHeader |’Cookie |’Body |’Auth I’SSL rEtc. rTest |

f General rTruststore rKeystore |

Trust self-signed certificate?

Hostname verifier: |Allow All | - |

Sme it 22 |
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eSight V300R006C00 Open API H 4574 3 DEMO

@ WizTools.org RESTClient 3.2.2
File Edit History Tools Help

HTTP Request
URL: |https:ll192.168.1.1:32102lrestlopenapilnedevice Iv“ »” I

I’ Method l/ Header I Cookie r Body | Auth rSSL rEtc. [ Test |
( General r Truststore r Keystore ]

Keystore file: MIEMPletc\certificate\lettyServerKeyStore|

Keystore password:

cEveeveesEee |

HTTP Response
Status: HTTP/1.1 200 OK

Headers | Body I Test Result

“('code":0,'data':[{"nedn":’NE=34603009","nename":'1 0.66.66.58" "necategory™null,"n etype":“{Unknown}Unkr] ‘

-

3.3 ¥z O A BTRYIE K Sl M 7~ 451

AT JE i 1 U P A A P A SRS A A5 2

DL “EHEE S ERK S EEE R N, 15R SR B 5 540 R .
1Rk

Request URL: https://18.67.152.137:32182/rest/openapi/alarm
Request Method: GET

Status Code: @ 288 0K

M ]9

HTTP/1.1 200 OK [Content-Type: application/json;charset=UTF-8, Content-Length: 91]
— R TEREE SRR

Remote Address: 18.67.152.137:321922

Request URL: https://10.67.152.137:32182/rest/openapi/alarm
Request Method: GET

Status Code: @ 268 OK
v Request Headers view source

Accept: text/html,application/xhtml+xml,application/xml;q=@.9,image/webp,*/*;q=0.8

Accept-Encoding: gzip,deflate,sdch

Accept-language: zh-CN,zh;q=8.8,en;q=8.6

Connection: keep-alive

Host: 18.67.152.137:32102

User-Agent: Mozilla/5.8 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/35.8.1916.153 Safari/537.36
¥ Response Headers view source

Content-Length: 56

Content-Type: application/json;charset=UTF-8

FoAt B 11 SRk S B B AL

SCRSRRAR 01 (2016-06-03) ey LA R B 3
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4 ET HttpClient B)EOSE

AT AET HttpClient (I 12%, S IRHIINET openid IER 7 5.
RARTYL:
o 7EIAA Open API¥EORY, B& “E3F eSight” ##0. “iIBH eSight” #0045, HEOHEE
ST “IAF Open API O™ KFINR, BUSRENAIEE R, TABRAZEO.

o AARRE, FFHmITLHI Open APl O ILEN .,
4.1 ZAEERENSE
42 RFEMHENZSH
43 HEEHEOSE
44 PEREEHENZE
45 MPLSVPN EHHEN15%
4.6 MPLS tunnel & ¥R &%
47 ENACAE RO S%
4.8 WLAN b g8 05%
49 A THALESH
410 RIS

41 EftEEREEOSE

RGN A E PR .
4 1 1 ﬁlﬁl:.ijzt:l lI_,\?RD

EOTEE
A AR 55 T A XS
SCRSRRAR 01 (2016-06-03) ey LA R B )
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4 T HttpClient FI#£115%

URL &1z
[rest/openapi/rtls/locationmap
R
GET
SR
B¥Z WME/ANLE | BRI | BB | SHREA
=
openid Wk iRk | String 2RI, FT Open API 114
ZH5 Lo
ES AR
ZEHHE=F AR RS SR
R! RKRBISIAE. $#R! KEKD
SIFiE. FKEY openid.
version Wik Z4%) | String BOURAE R, A e
% (43 1.0 ”»
param Al Z¥%| | String RS E, O json %30,
* s
{"mapID™:1}
WRAREZSE, BT
A XIEE R
param €& DL R 7B
FEHA %*H L]
mapID int X 1D
IREILER
FEH i) tRA
code int EEAEIR RS, AT DA Mz —:
e 0: I
e JE0: KRk
data String AW EIPE S, json ks
description String SRR E R .
SCRERRA 01 (2016-06-03) A A (5 45
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4 T HttpClient FI#£115%

data £ 75 LT 7B
FERR E3id) WiEA
mapld int X% ID (5] 333)
mapName String XA FR (] N3D
regionPath int[] X3 EE1Z 1D, MEE— 2 X 3k 21 AR [X 3k

(511[111,222,333])

regionPathName | String[] X IR AE AR, MR — X S B AR X 3
(f5|[China,Shanghai,N3])

width int [X 35 55

height int X fk 7y

scale String DX 3 b A R

aps list<Aplnfo> X AP %1 K

obstacles list<Obstaclelnfo> X I8 FE RS 1R 41| 3%

coverages list<Coveragelnfo> X du o 78 55 DX 35 1R 41 %

Apinfo B LA 7B

FERA i L]

mac String AP 1] mac i

X float AP IS AL bR

y float AP [ A8bR
Obstaclelnfo £1. 7 A F 7B

FERA *H L]

obstaclelD String [EASY1) 1D

attenuation int B4 32 el A

thickness float fEHS ) )R AE

shape int ALY VAN

width float ALY

height float [ERS Y =

points list<Point> fERS A B AR B AR

SCREAR AR 01 (2016-06-03)
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Coveragelnfo & LA R 7B

FRE e iPA

id int A X3 1D

name String 7B 2= X IR AR

AEE

15 F 7= 51

import org.apache.http.HttpResponse;

import org.apache.http.message.BasicNameValuePair;

public class Query

{
private static final String EAM TYPE = "/rest/openapi/rtls/locationmap";
public static void main(String[] args)

throws Exception

Login.login() ;
queryTest () ;

public static void queryTest ()

throws Exception

//set the URL and method
String openidURL = EAM TYPE;
String method = "GET";

//set headers
BasicNameValuePair[] headers = NewRosSecurity.getRosHttpHeader (openidURL,
method) ;
//set parameters
BasicNameValuePair[] parameters =
{
new BasicNameValuePair ("version", "1.0"),
new BasicNameValuePair ("param", "{\"mapID\":3}"),
}i
//send the request
HttpResponse response =
NewHttpsAccess.access (GlobalVar.GLOBAL IP, GlobalVar.GLOBAL PORT,
openidURL, method, headers, parameters);
//get the result
String body = NewHttpsAccess.getResult (response) ;
System.out.println (body) ;

SCRERRA 01 (2016-06-03) A A (5 47
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4 T HttpClient FI#£115%

}
}
PATGRI T«
{
"code":0, "data":
", "regionPath":[1,2,3], "regionPathName": ["
nanjing", "N3","3F"],"aps":[{"mac":"C7-A4-01-01-01-

[{"mapId":3, "mapName":"3F", "width"

:2407,"height":779, "scale":"0.025

o1","x":1167.0,"y":451.0}, {"mac":"C7-A4-01-01-01-
02","x":628.0,"y":525.0}, {"mac":"C7-A4-01-01-01-
03", "x":165.0,"y":301.0}, {"mac":"C7-A4-01-01-01-
04","x":626.0,"y":194.0}, {"mac":"C7-A4-01-01-01-
05", "x":317.0,"y":452.0}, {"mac":"C7-A4-01-01-01-
06","x":1000.0,"y":116.0}],"obstacles":[],"coverages": [{"id":4, "name":"B"}, {"id":5,
"name" :"A"}, {"id":6, "name":"D"}1}1,
"description":"Operation success."
}
412 BEZmEMERED
¥OIhee
A& L STyt DA PSS
URL B§4&
[rest/openapi/rtls/locationquery
ihiEl A&
GET
SRR
SHA WME/AIE | BRI | SREAT | SEUA
B
openid Whife iHkk | String 1R, FT Open API [ %
ZH5) BLo
#* L
ZEYHRE=HFARRESERE
®! RKBIS(ARE. #HR! KB
5[AE. 3XEX openid.
version Wik 4% | String BOBAGEE, AEEE:
%% (43 1.0”
param Al Z¥%) | String RMZ4, 4 json .
* un:
{"'starttime":1435023510052,"endt
ime":1435048162874}
WMRAREIZSH, BIAEHRE
RYRRA 01 (2016-06-03) e NEH AR EE R 48
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4 T HttpClient FI#£115%

¥ = WIE/MNE | BBAL | SEESER | ¥R
=
A & ity 5 57 A5 B
param L5 DL B :
FEA i iR
starttime long FEW RGN E, B 197041 H 15 01
Z B 2\ (] SRR CERVED . B2 ms
endtime long FEA WA R E, [ 197041 H 15 0 i
Z B 2\ (] SRR RV . B2 ms
BEZER
FEZ %1l 5B
code int BAEIR ARG, AT LLRW MMEZ —:
e 0: &I
4 5”E 0: %D&
data List AR 1S B A 1) 2 A5 B AR .
description String EORHERNHARER

data 1 )& MEEEE LN B

FERE £ BiRA

idtype String userid 2R3, N7

userid String 2 i A ME —FR iR

datatype String kA, HEESE coordinates

apMac String 55 E0E AP ) MAC il (AEsemt
I 9 7)

apRssi String =5 5o AP [ RSSIAE (A Sz A i A
N7E)

associationState String "0 RICEK; "1 SREE; (AR SEI AN
HEE)

terminallp String v P Hidik 7S (FESER Z I S 7)

RS AS 01 (2016-06-03) LA RREE B 49
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eSight V300R006C00 Open API Jii /457 4 BT HttpClient ({12 1254
FBE - R
location LocationData ENAE BEE
timestamp long SE LA IR, H 19704F 1 H 1
50 B Z 3 2 Fi I ] 5 R R (AP
O, AL ms

LocationData £, & DA N 7Bt

FE&A i L
X float 2y (R AR AR
y float 23 I AR
z int 23t FITE ) map 1Y 1D
AREID
o

15 F 7~ 31

import org.apache.http.HttpResponse;

import org.apache.http.message.BasicNameValuePair;

public class QueryLocation

{
private static final String EAM TYPE = "/rest/openapi/rtls/locationquery";

public static void main(String[] args)

throws Exception

Login.login() ;

queryLocationTest () ;

public static void queryLocationTest ()

throws Exception

//set the URL and method
String openidURL = EAM TYPE;
String method = "GET";

//set headers

BasicNameValuePair[] headers = NewRosSecurity.getRosHttpHeader (openidURL,
method) ;

//set parameters

BasicNameValuePair[] parameters =

{

SCRERRA 01 (2016-06-03) A A (5 50
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new BasicNameValuePair ("version", "1.0"),
new BasicNameValuePair ("param",
"{\"starttime\":1435023510052, \"endtime\":1435048162874}"),
}i
//send the request
HttpResponse response =
NewHttpsAccess.access (GlobalVar.GLOBAL IP, GlobalVar.GLOBAL PORT,
openidURL, method, headers, parameters);
//get the result
String body = NewHttpsAccess.getResult (response);
System.out.println (body) ;

}

PATERNT

{

"code":0,

"data":[{"idtype":"","userid":"203413968453890", "datatype":"coordinates", "location"
{"x":375.0,"y":395.0,"z":1},"timestamp":"1435023510052"}, {"idtype":"", "userid":"20
3413968453890", "datatype":"coordinates","location": {"x":375.0,"y":398.0,"z":1},"tim
estamp":"1435023525053"}, {"idtype":"", "userid":"203413968453890", "datatype":"coordi

nates","location":{"x":375.0,"y":401.0,"2z":1},"timestamp":"1435023540053"}, {"idtype
""", "userid":"203413968453890", "datatype" :"coordinates", "location": {"x":375.0,"y":
404.0,"z":1},"timestamp":"1435023555052"}1],

"description":"Operation success."

}

SCRERRA 01 (2016-06-03) A A (5 51
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HREZNEHNSE

eSight 3@id HTTP/HTTPS Wi, 115 =77 RGKIET L SRS THEE R, AREH%
TREE . MER. B2

5.1 Z i X3k HH 5
5.2 Ak AP JH S
5.3 #EHERTEHE
5.4 SEIN i g A AL 2
5.5 i hiAE BASFEIH

5.1 RisXiguFEHEE
5.1.1 VT 57 4 i [X 3 17k ) 188 A

FEOThee
TP 24 I X ItV S B AR
URI B2
[rest/openapi/notification/rtls/regioninout
iR
PUT
SH AR
SR | HE/ME | BRMUE | SHAD SHEA
openid Wik kL% | String SRR, T Open API %
oy & Lo
SCRERRA 01 (2016-06-03) A A (5 5
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5 WRFEFhEMSH

SHE | BEMANE | BEAE | AR S
AR
ZESHHE=ZF AR LS EIRE
R! REBSIHE. BiR! kKB
SIAIE. 3XBY openid.
systemID | phik WERsLA | String B=H RGhRR.
SR 4R
A IP Hitlk, 1~64 NEF, FH
EE5RETHERA: 0-9A-Z0_-
0,18~
openiD Wik ik stk | String W& T BIERE S =7 KRG HNIE
SR EAE, HSE=J7 KRG HHAFIH
MR AR
iRA
1~64 NFFF, FHFERE
systemID,
url Phidk WERSLAR | String K LL POST J5aA1i% URL
ZHH R KIEBHITE R
iAA
540
http://10.10.10.10:8080/device. EE
BEGE ST IR R URL BIERR
M, 1P #idik A OpenAPI B& B %R
hithhit, KE 1~1024, FHFEHFE
HTTP URL 4RH5#H5E
dataType | mJi% TE R sk | String AR data FERRAY,
ZHHNR A8
BRTY ZH“ISON”, Hh&H
“JSON”,
desc Clpus TR sk | String =T RGN
ZHHNR A8
BERul NEE. MEEKER
# 0~1024 =75, EHEASTR
#o
IRELER
FEHZ B3l iR
code int BAEIRFIRY, AT LLZ2W FMEZ—:
e 0: I
e JEO0: 9@”&
data List IHAb A null
SCRERRA 01 (2016-06-03) A A (5 53
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5 WRFEFhEMSH

EEEm

FE®E i BiAA
description String BOHHSERNFHERER.
oo

5.1.2 BGHTT %) 2& i X 155 13t 1 18 %0

FEOTheE
ST VT ) sty DX 3 Y SR N R 1D
URI &%
[rest/openapi/notification/rtls/regioninout
el E
DELETE
S HiAA
e g e WiE/AIE | BRE | SEXER | SHIKA
systemlD | Wik ZHy)3 | String F=T7RGHRR (AT IP
1)
desc Ak ZHy)3 | String F=07 RgihiR
IREIZER
FERE C3id) WiAA
code int BRI A, AT LRI MEZ
e 0: A
e JE0: Kk
data List I Ab A null
description String P& S5 R R E
SCRERRA 01 (2016-06-03) A A (5 52
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eSight V300R006C00 Open API JH J' 457 5 JH B EsENS %
AREm
T
5.1.3 #&im X 137 18 FE R 4a 44
HEHE
FE&A i L]
resourceURI String FHERA URL, H5iTBVE SR URI GE L—3, AW
EAIEE N “Irest/openapi/notification/rtls/regioninout ”
FAF
msgType int HERA, BUETEHE:
e 3: B
data List NE=: ¢
description String WidfERE
timestamp String FAER AT TE],  eSight IR 45 &8 BT 7E I X (1) B 18 s ]
#2: yyyy-mm-dd hh:MM:ss

data & — /M5 BEE LU 7B

FERA i L]

idtype String userid HJ2EMY, H7E

userid String 2R i O ME —FR iR

timestamp long HENTE T XSRS E], H 197041 H 150
N 22 2 2 BT () 55 () (=2R0 4D, R
fiI: ms

regionld int #E H X 3 i

regionType int 1. BHEXE, 2. REXE, 3. JFREXE

inoutType int 0: BIFIXIE, 1. FEAXIE

BERG
VR AILL POST 77 IR, AT A #l (R A77E HTTP -3 Body H'. fB1BEEH =77
Z4 WebService #21i javax.servlet.http.HttpServletRequest f)SZFH request S (Hith i
WA ROESZED, "l N IRBOE S B
VAR HSHME
SCRERRA 01 (2016-06-03) A A (5 55
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\"userid": \"1111\",

\"timestamp\": \"1445952206033\",
\"regionld\": 34603109,
\"regionType\": 3,

\"inoutType\": 1

H”

5 MR EFEmsE
BAREE ESH{E
request.getParameter(“'resourceURI | "/rest/openapi/notification/rtls/regioninout™
")
request.getParameter("msgType") 3
request.getParameter("data") "
\"idtype\": \"\",

request.getParameter(*'description™)

"Terminal enters or leaves region notification"

request.getParameter("timestamp™)

"2015-10-28 16:29:31"

ARETY:

BEMER “null” B, RABMHSEMERE

5.2 RimExim AP HZ

5.2.1 iTIF & imE5E AP B4

FEOThee
1. VT DR dRcom AP Y B I AR
2. Aumit NS XIGEE GBI R BREAD
3. B EE — TR L m ) ok AP E A HE
URI &2
[rest/openapi/notification/rtls/strongestap
iR
PUT
SRR
SR | HE/ME | BRMUE | SHAD SHEA
openid Wik iER3L% | String 21fkri, BT Open API 1%
SCRERRA 01 (2016-06-03) A A (5 56
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5 WRFEFhEMSH

SHE | BEMANE | BEAE | AR S
elES Lo
prl:l
ZESHHE=ZF AR RS EIRE
R! REBSIHE. BiR! KEKE
SIAIE. 3XBY openid.
systemID | phik IR sLA | String B=H RGhRR
SR L
A IP Huitlk, 1~64 NEH, FH
EE5RETHEA: 0-9A-Z0_-
0,18~
openiD Wik ik stk | String W& T BIERE S =7 KRG HNIE
ZHH R EAE, HEBE=T7 /G FEAFH
MR R AAE
AR
1~64 NFFF, FHER
systemID,
url Wik B R sLA | String K LL POST J5 A% URL
SRR KIEFEHITE S
iAA
f514n
http://10.10.10.10:8080/device. EE
BEGESIT IR R URL BIERR
M, IP ik OpenAPI B& B %K
chihit, K 1~1024, FHEES
HTTP URL 4RH5#5E
dataType | mJi% TE R sk | String AR ) data FERRAL,
ZHHNR A8
BRTY ZH“ISON”, H&H
“JSON”,
desc Clpus TR sk | String =T RGN
e iUES AR
BER Il NEE. NEEKER
# 0~1024 =75, EHEASTR
#o
IRELER
FEZ Bl AR
code int BAEIRFIRY . T2 W FMEZ—:
e 0: I
e JEO0: 9@”&
SCRERRA 01 (2016-06-03) A A (5 57
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eSight V300R006C00 Open API F J1#57 5 WEEhlms%
FEE i BiAf
data List Ak null
description String BOWHSERNFHRER.
ABREI
T
522 BUHIT A& ims 2 AP 1B#A
O Thak
BT VT el £ st dee i AP T S RN B 1
URI &
[rest/openapi/notification/rtls/strongestap
a5k
DELETE
BSHAA
SHA WIE/ATE | SBUE | SEXR | SHUHA
systemlD | JW4i%k ZHH|F | String =TT RGhRR (AN 1P H
Hb)
desc Alik ZHH|Fk | String =7 Rahid
RESER
FEHA 3] L]
code int BRAER g, ATDARIIMMEZ —:
e 0: AT
e JE0: KRk
data List AL null
description String PEOEHASER R ER
SCRERRA 01 (2016-06-03) A A (5 58
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eSight V300R006C00 Open API F J1#57 5 WEEhlms%
AREm
To
RYiT] . sl
5.2.3 KRinExiE AP BHBURLEH
HEHE
FEA i) BiAf
resourceURI String FHERA URL, H5iTBVE SR URI GE L—3, AW
EANEE N “Irest/openapi/notification/rtls/strongestap ”
FRFH
msgType int TR, BUAETEH:
o 1. GEHG  (Zumi NI E AR
e 3: B
data List NES e
description String WidfERE
timestamp String FAF R AT T],  eSight k45 B £E IE DX 1 B I8 B 1]
#: yyyy-mm-dd hh:MM:ss

data & — M5 2A T U 7B

FERE C3id) AR

terminalld long 2355 1D

type String i€ Ny “STA”

terminalinfo String 2z

timeStamp long SENLESE], H 1970 451 7 15 0 B ZIF 24 5)
I IF) SIS ) (ZZA0H0 , Az ms

strongestAPMac | String = om AP ] MAC

BRG]
THEIEAILL POST J7 P2, Fra @B R A-4E HTTP 4k 3C Body ™. RisE =J7
Z 45 WebService $24L javax.servlet.http.HttpServletRequest ft 23 request 524 (HAhiE
B ARSI, AT R SR B A
WRAE HSHYE
request.getParameter(“resourceURI | "/rest/openapi/notification/rtls/strongestap"
SCRERRA 01 (2016-06-03) A A (5 59
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5 WRFEFhEMSH

BAREE ESH{E
")

request.getParameter("msgType") 3
request.getParameter("data") "

\"terminalld\": 123,

\"type\": \"STA\",

\"terminallnfo\":\"\"

\"timestamp\": \"1445952206033\",
\"strongestAPMac\": \"AA-BB-CC-DD-EEFF\"

HN

request.getParameter("description™)

"The strongest AP location notification"

request.getParameter("timestamp™)

"2015-10-30 14:13:49"

L1 33

BEMER “null” B, RABMSEEMERE.

S5I3HHIETEEHR
531 1T RIFELHELTEHEHE

FEOThee
VT B H AR B RoE R
URI &
[rest/openapi/notification/rtls/regionalaccess
el E
PUT
SRR
BYRE | DE/ME | BRAE | SHAB SHA
openid Wik kL% | String 216k, T Open API /)%
oy xR e
AR
ZESHHE=ZFARREEIRE
®! RIRBISIAR. B\IR! KK
SR, 3XEY openid.
SCRERRA 01 (2016-06-03) A A (5 50
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5 WRFEFhEMSH

IREILR

SHE | BEMANE | BEAE | AR S
systemID | phik IR sLA | String = ARG R
e CIES 4R
ATH IP HulE, 1~64 NEF, FH
EERETHERA: 0-92AZ@_-
0,."$~1
openiD Wik ik stk | String W& T BIEFE S =7 KRG AR
e GRS AR, B =J7 KRG HHAFH
R E
il
1~64 NFERF, FHER
systemID.
url whidk B3RSk | String K LL POST J5aA1i% URL
ZHH R KIEBHITE R
12BR
f514n
http://10.10.10.10:8080/device. TEE
BEGEEITIRE MR URL BUIER
M, 1P #idik A OpenAPI B& B %R
ithiit, KE 1~1024, ZFHEFE
HTTP URL 45158,
dataType | mJi& iR 84k | String AR ) data FERAL,
SRR 4R
BRTY ZH“ISON”, H&H
“JSON”,
desc nJ ik TE R sk | String F=T RGN
ZHHNR A8
BRERFnull FEE. MREKER
# 0~1024 FFF, FRESTIR
#o
FEHZ B3l iR
code int BEEIR AR, TR M2 —:
o 0: I
e dE0: KK
data List IHAb A null
description String SR ARIARE R .

SCREAR AR 01 (2016-06-03)
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5 WRFEFhEMSH

AEEm

T

532 BGEITFtHEIETEHE

O TheE

URI &2

el 7 5%

SRR

REER

AEEm

BT VT B 1 2 B SO R 1

[rest/openapi/notification/rtls/regionalaccess

DELETE
S A WIEMANE | BRGNE | SRR | S¥kAA
systemID | JWhik S5k | String BT RGhMR (AN 1P i
1)
desc Al ik S5k | String B= RGHR
FEZ £ iR
code int ERAEIR Y, AT P2 MMEZ —:
o 0: I
e JE0: R
data List AL null
description String P2 VA 45 B RS B .
T
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eSight V300R006C00 Open API F J1#57 5 WEEhlms%
5.3.3 H I E T EiH B HIRESN
HEHE
FERE i) L]
resourceURI String BHEZEA URIL, 5T ER URI € X—8, 2&H
BN [ E R
“Irest/openapi/notification/rtls/regionalaccess ” ¥4 & .
msgType int THERA, BUETEH:
e 3: B
data List NS e
description String HRER
timestamp String AR AT, eSight k55 B 28 IRE DX 1 B I8 Bk ]
#: yyyy-mm-dd hh:MM:ss

data & — /M5 BEE LU 7B

FERE Eit) WiAA

idtype String FriK terminalld ff28%4, fH H"ID"
terminalid String 33 H L 2w R E —FR IR

bz int 1 FRnibE, 3R E

regionid int [X 1 id

regioninfo String XIE R, NEEN AP ) MAC Mk
timestamp String 73 H T s AT

RN
THEIEAILL POST J7 PR3, Fra @ BdE# R A-4E HTTP 4k 3C Body ™. RissE =77
Z 4 WebService $21It javax.servlet.http.HttpServletRequest H152H1 request S2f1] (HAhiE
5 AA RS, AR SR B A
WRAE HSHYE
request.getParameter(“resourceURI | “/rest/openapi/notification/rtls/regionalaccess”
")
request.getParameter("'msgType") 3
request.getParameter("data") "
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5 WRFEFhEMSH

BAREE B E’J1E
"idtype":"
"terminalid":"llll",
"bz":1,
"regionid":1,

"regioninfo":"A5-01-15-0B-01-07",
"timestamp":1459258602180
H

request.getParameter("description™)

"Terminal enters or leaves coverage region
notification"

request.getParameter("timestamp")

"2016-03-29 21:40:16"

L1 i3

BEMER “null” B, RABMSEEMERE

5.4 SLRTR IR ENHEIEIBE

5.4.1 T REFT & i EALHR

FEOThee
I ] S I 28 i (S I8 AL T
URI &
[rest/openapi/notification/rtls/realtimelocatedata
el E
PUT
SHiHAA
SR | HE/ME | BRMUE | SHAB SHA
openid Wik iHkkZ | String 2TERRR, T Open API %
%= o
AR
ZESHHE=ZFARREEIRE
®! RIRBISIAR. B\IR! KK
SR, 3XEY openid.
systemID | %% R SLA | String = RGARR.
SRR AR
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5 WRFEFhEMSH

e 2 &

WAik/ATIE

SHHNE

SHAH

SHIHA

HJ9 1P ik, 1-64 NFEFF, FAF
EERETHERA: 0-92AZ@_-
0,.7$~1

openlD

RS
BHDIE

String

W £ BERR S = RARNIE
EUE, HER =7 KRG FLATF A
A FF ER N
1 RA
1~64 NEFF,
systemIDo

FHER

url

it

R
BYHIK

String

ML POST J7al[H]i% URL

RIEIBHFIHE S .

R
5140
http://10.10.10.10:8080/device. TEE
BELE ST IRE R URL BIERR
%, 1P #hlit A OpenAPI B& 2513k
chifitit, KB 1~1024, ZHEHE
HTTP URL #RA3#5E .

conditon

CIpeH

R A
Y|

String

SR, SCHFIE AR B AN 2
PR BCE AN E Rk T B
I T A BB A [ 3 I O AR 4 iy
AR FAT

1 0 8] b EAL A RD, BRI K
15s, ZHUA json #. Wi:
{"dataSendInterval":20}

2oy 1k 8 A IS W B AR T A
Ui 1D, SEIAS [F] 3t s 0T B A
A i 2 smfE 5, BRUCHIT R T
i 2&m(E 8, S8 json k%
o U:

{"terminalld":" 2,3"}

A 0 ] o AP0 2 S 3 91 2 A SRR IR
B EE . e
{"dataSendInterval™:20,"terminall
dll:ll2,3ll}

domainSi
te

CIpH

R
SHIIR

String

7T B R AR, A
ZAAF G SAT R, 2
AN B A Rt 1o

dataType

Ak

RS
SRR

String

AR OCH) data FERSRAY,
il
BEMYX#“ISON”, &R
“JSON”,
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REILER

AEEm

5 WRFEFhEMSH
2 e WIk/AliE | BRALE | SHER SR
desc nJik ik stk | String BT RGN
SR 4R
ARl FEE. IMREKER
# 0~1024 F5F, FREATR
#lo
FE&A 3l 1 AA
code int BAEIRBIRY . AT L2 FEZ—:
e 0: &I
e JE0: KK
data List B4R null
description String BOEHERNFHRER.
TCo

5.4.2 BGHTT IR SERT 22 i

FEOThaE

URI &

el %

SHUiAA

BOCTH VT B S £ 3 5 A

ENHER

KO

[rest/openapi/notification/rtls/realtimelocatedata

DELETE

e 2

BYHNE | SHARB

S

systemID | Wik

ZHy|3k | String

B=TTRGRR (AT 1P

b2

domainSite | [Jik

ZHy|3k | String

77 T T A )3l sl 25
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5 WRFEFhEMSH

e 2 & WIEFANE | BRAUE | SHAR | SHIHEA
desc Ak ZHH% | String W07 Rgimk
IBREISR
FEA E3id) iR
code int BAFRERG, TR M EZ
* 0: &)
o JE0: KM
data List sS4y null
description String B2 LR &5 R R 5 2
AEEm
To
5.4.3 SEATum E M HEX TH B BUIRESH
HEMIE
FERE C3id) AR
resourceURI String BIERA URL, SiTHVEER URL & L8, ZEHE
RN E A
“/Irest/openapi/notification/rtls/realtimelocatedata” 4%
Ho
msgType int THEEAL. HUA T
e 3: BX
data List NES e
description String iRz B
timestamp String FAF RIS TR, eSight R 5 & FTAE I X0 B s 1]
¥3: yyyy-mm-dd hh:MM:ss
data & — M5 B & BN 7B
FEE e BiEA
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eSight V300R006C00 Open API JH J' 457 5 JH B EsENS %

FHEA Bt L]
idtype String terminalld {2554, {E4"ID"
terminalld String 2 ity T ME — R iR
unit String AABR I BAAAE, [ E (" METERS"
X String X Fh AR
y String Y AR
mapld String SENLEHLE ) 1D
mapName String SENT T E SR 42
apMac String =5 &0m AP ) MAC Hihik
apRssi String 55 el AP B2 RSSIHE
timestamp String PR 3] 12 2 o BT (14 B 3] K

B RG

VHEIEEN A POST J7 235, Al an s # ORA74E HTTP 4R 3C Body o BsEl =7
Z45 WebService $24t javax.servlet.http.HttpServletRequest [t SZH request S241 (FLAhiE
WA AESZID, AT IREUE S

WRAE ESHE
request.getParameter(“resourceURI | "/rest/openapi/notification/rtls/realtimelocatedata”
II)
request.getParameter("msgType™) 3
request.getParameter("data") "I{
Ilidtypell:ll I DII'
"terminalld":"2",
"unit":"METERS"
,'X""12.192",
Ilyll:ll_1.9558ll,

"mapld":"34603011",
"mapName":"test_hh",
"apMac":"C7-A4-01-01-01-10",
"apRssi*:"-22",
"timestamp':"'1459242063206"
M

request.getParameter("description”) | “Real Time Location Data"

request.getParameter(“"timestamp™) | “2016-05-09 17:01:16"
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5 WRFEFhEMSH

L1 i3

BEHER “null” B, RNBHMSIPMERDE

55 RimEMNEE

TZEHR

551 'lTﬁJ g E{ 1I=|IL.\§E‘%IL.\

EOIhgEE
1. T ba 2 E s AT 3 3l A
2. SCRRUCE A ARG
URI &
[rest/openapi/notification/rtls/terminallocinfo
R E
PUT
S HiAA
BRZ | BIE/FNE | BRAUE | BEXE SHHA
openid Wi kL= | String 21EbR R, FT Open API 1%
o Lo
1RA
ZEBRBEZFARAREETRE
®! RRBISIAE. HR! REP
SIAi&E. 3KEX openid.
systemlD | 4% R sfAk | String H=J7 RGiRR.
e iUES AR
AR IP sk, 1~64 NFEF, FIF
EERARLHEARA: 0-92AZ@_-
0,.7$~1
openlD | 4hi%k R skfAk | String W B RS =T RGIAIE
ZHRHFR FEAE, HIEE =7 RS A
BRI
AR
1~64 NFFF, FHEE
systemiD.
url Wik RS | String MELL POST J7Rnli% URL
SRR RIEBAIEE .
WtER
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5 WRFEFhEMSH

SHE | WE/MALE | BRNE | SHAR S ¥t
f54m
http://10.10.10.10:8080/device. EE
BAEEITRE R URL BIIEH
14, IP ik OpenAPI B 8%k
chitbhit, KB 1~1024, FHEHFE
HTTP URL 4RE3#HISE
conditon | m[i% RSk | String RS, SRR ARG R E,
IR ARV R s VT BRI AT 5 A [R]
EENAIRG . B NFD, BRI
155,240 json #%:. 4.
{"dataSendInterval":20}
domainSi | A% RSk | String FE AT S SR A, S
te SHINR ZANAS IR ST BRI, b 2
ANy FHEAX 3 AN A (3 R
dataType | 7]i% R SA | String IBERSCH data 7By,
ERUIES 4R
BRI Z#FISON”, TR&A
“JSON”,
desc GIp7H R 94 | String FB=OT RGN
ZHHR 4R
BEAul NEE. REKER
# 0~1024 FHF, FHEETIR
#lo
IREIZER
FEHA %*H L]
code int ERAEIR RS, TR i —
e 0: I
e JE0: KK
data List I Ab A null
description String SRR EE .
ABEN
Too
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eSight V300R006C00 Open API JH J' 457 5 JH B EsENS %
55.2 BUHITRAmEMERTEIHR
FEOIheE
T e 2 a8 A5 JE AR BE Y S B A
URI &2
[rest/openapi/natification/rtls/terminallocinfo
Wia7EE
DELETE
BSHRAA
SH = Wik/AE | BRUE | SEERE | SHREA
systemID | W41k ZH 5|3k | String B0 RGhRR (AN 1P Hh
)
domainSite | n] ik ZH5)F% | String 77 dn VT 5 IR PR b
desc Al ZH5F% | String B =01 RGH IR
IREIZER
FEREZ A BiAA
code int ERAEIR RS, ATDAR U L —:
e 0: I
e JE0: R
data List I Ab A null
description String P2 DA 45 R iR 5 R
AEBEEIN
Tco
5 5 3 gg 1 1l:| lh\XE“ﬁ:%\iﬁj:Eé:b*,j
HEHE
FEREZ £ PiAA
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FHEA i) BiAf
resourceURI String ’ﬁ/}? A URL, HTRITEEM URL E 8, &R H
TN E N

“/[rest/openapi/notification/rtls/terminallocinfo” F4F
o

msgType int HEZAL, BUEEH:
e 3: &

data List NES ¢

description String WirfERE

timestamp String AR R AT ], eSight k55 a5 B 28 IRF X 1 B I8 Bk ]
#3: yyyy-mm-dd hh:MM:ss

data & — /M5 BEE L 7B

FERE i L)

idtype String terminalld 2554, A%

terminalld String 2Ly A ME— AR IR

timestamp String BT — BRI B % v IS IR, 1970

1 H 15 0K ZI2) 2[00 8] S f e (=
WED , HAL: ms

apMac String {55 % AP 1] MAC Huhit
apRssi String =5 o® AP ) RSSI Y
associationState | String "0": ROREE; 1M REE;
terminallp String 2 IP Motk =

locType String "1t BTG 2t MIER; U3 BE

BRG]
THEIEAILL POST J7 A F3s, Fra @B R A-4E HTTP 4k 3C Body ™. isE =77
Z4 WebService #2{i javax.servlet.http.HttpServletRequest f)SZFH request S (HiAth i
B AA RS, AR SR B A
WRAE HSHYE
request.getParameter(“resourceURI | "/rest/openapi/notification/rtls/terminallocinfo
II) "
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5 WRFEFhEMSH

BAREE ESH{E
request.getParameter("msgType") 3
request.getParameter("data") "

\"idtype\": \"\",

\"terminalld": \"1111\",
\"timestamp\": \"1445952206033\",
\"apMac\": \"80-71-7A-FF-1D-1A\",
\"apRssi\": \"-70\",
\"associationState\": \"0\",
\"teminallp\'":\"\",

\"locType\":\"1\"

H”

request.getParameter(*'description™)

"Terminal location information change notification"

request.getParameter("timestamp™)

"2016-05-10 16:29:31"

L1 i3

BEMER “null” B, RABMHESEMERE.
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FAQ

I LR A S A5 R, LRI iR 8 H B B8R BA 38 1 N X A BE SR o
6.1 Al iR IR AR A ) 2
6.2 H{a[fi vk License J&AK ] i 2

6.1 an{a] R ZEFE W FE LR O] R ?

WM& Ek
W F Open API B tH L 48, 17 in] n o] fig o ?

Exception in thread "main" org.apache.http.conn.HttpHostConnectException:
Connection to https://10.66.66.58:32102 refused

at
org.apache.http.impl.conn.DefaultClientConnectionOperator.openConnection (DefaultCli
entConnectionOperator.java:190)

at

org.apache.http.impl.conn.ManagedClientConnectionImpl.open (ManagedClientConnectionI
mpl.java:294)

at

org.apache.http.impl.client.DefaultRequestDirector.tryConnect (DefaultRequestDirecto
r.java:640)

at

org.apache.http.impl.client.DefaultRequestDirector.execute (DefaultRequestDirector.j
ava:479)

at

org.apache.http.impl.client.AbstractHttpClient.execute (AbstractHttpClient.java:906)
at

org.apache.http.impl.client.AbstractHttpClient.execute (AbstractHttpClient.java:805)
at

org.apache.http.impl.client.AbstractHttpClient.execute (AbstractHttpClient.java:784)
at com.huawei.oms.ros.test.NewHttpsAccess.access (NewHttpsAccess.java:155)

at com.huawei.oms.ros.test.Login.login(Login.java:34)

at com.huawei.oms.ros.test.QuerylLogs.main(QueryLogs.java:17)

Caused by: java.net.ConnectException: Connection refused: connect

at java.net.DualStackPlainSocketImpl.connectO (Native Method)

at
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AT REJR A

B R

java.net.DualStackPlainSocketImpl.socketConnect (DualStackPlainSocketImpl.java:69
at java.net.AbstractPlainSocketImpl.doConnect (AbstractPlainSocketImpl.java:339)

at

java.net.AbstractPlainSocketImpl.connectToAddress (AbstractPlainSocketImpl.java:200)
at java.net.AbstractPlainSocketImpl.connect (AbstractPlainSocketImpl.java:182)

at java.net.PlainSocketImpl.connect (PlainSocketImpl.java:157)

at java.net.SocksSocketImpl.connect (SocksSocketImpl.java:391)

at java.net.Socket.connect (Socket.java:579)

at sun.security.ssl.SSLSocketImpl.connect (SSLSocketImpl.java:612)

at

org.apache.http.conn.ssl.SSLSocketFactory.connectSocket (SSLSocketFactory.java:549)
at
org.apache.http.impl.conn.DefaultClientConnectionOperator.openConnection(DefaultCli
entConnectionOperator.java:180)

. 9 more

o JRZ M Open API it 1 (B4 32102) ¥ Ak TR 2 .

[RARYY:
kR T Ri5E Open API i5i8lim 04 32102, EAZE(FER 8086, 31943, 32101 XLk 3kiA
ia] Open APl

o RE M rosxml 1 “ip” ik “keystorePass” IiMC B HiiR .

1 KE Open API B 1 32102 52 M 4b T W IRZS . Windows 1 Linux. Solaris #:1E &4+

AT .

e Windows: netstat -an|findstr 32102

® Linux. Solaris: netstat -an|grep 32102

PL Windows " 945 4~ 48 G a0 W i 12 75 4b Tt i BRES «

o  MRPATWAERAREME, Foxim DAL THIPRES, HDE 2.

o MEHATHAJFIRE “LISTENING”, MR AT HiWRE, HPR 3,

C:\>netstat -an|findstr 32102

TCP  10.10.10.10:32102 0.0.0.0:0 LISTENING

TCP [::]:32102 [g8] 30 LISTENING

S 2 K AEE B RGA ros.xml Bt B S b i) 2 2 15— 3.

(1] sz
WMRBOANCT TR, EREEZIER (etc/certificate/JettyServerKeyStore) ZERS AL E T
(etc/oms.ros/ros.xml) HEIZERE AR —E

1. WIAIE RS IR
7 JRE ) bin H3& FHAT A4
keytool -v -list -keystore <Z¥EH3E>/iEMP/etc/certificate/JettyServerKeyStore -
storepass UEHEN
fian, LA HAT IR S IE R Z S A2 Changemel23@.
C:\Java\jdkl.7.0 04\bin>keytool -v -list -keystore
d:\iemp\iemp/etc/certificate/JettyServerKeyStore -storepass Changemel23@
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keytool 4i%: java.io.IOException: Keystore was tampered with, or password was
incorrect
java.io.IOException: Keystore was tampered with, or password was incorrect

at sun.security.provider.JavaKeyStore.engineload (JavaKeyStore.java:771)

at
sun.security.provider.JavaKeyStore$JKS.engineLoad (JavaKeyStore. java:38)

at java.security.KeyStore.load (KeyStore.java:1185)

at sun.security.tools.KeyTool.doCommands (KeyTool.java:620)

at sun.security.tools.KeyTool.run (KeyTool.java:172)

at sun.security.tools.KeyTool.main (KeyTool.java:166)
Caused by: Jjava.security.UnrecoverableKeyException: Password verification
failed

at sun.security.provider.JavaKeyStore.engineload (JavaKeyStore.java:769)

5 more
DL AT A LR 7R IR 1) % i /2 Changeme_123.

C:\Java\jdkl.7.0 04\bin>keytool -v -list -keystore
d:\iemp\iemp/etc/certificate/JettyServerKeyStore -storepass Changeme 123

Keystore M. JKS
Keystore f#fi#: suUN

B keystore B 1 A

ALK server
BIEEHM: 2012-12-29
Wi : PrivateKeyEntry
WEFECE: 1
NIE [1]:
A5 ¥ : CN=omsMaster, OU=Developer, O=Techstar, L=ShenZhen, ST=ShenZhen, C=CH
B RN :CN=omsMaster, OU=Developer, O=Techstar, L=ShenZhen, ST=ShenZhen, C=CH
JF51%5 1 50de6922
HHIM: sat Dec 29 11:53:06 GMT+08:00 2012 % Tue Dec 27 11:53:06 GMT+08:00 2022
UEF RS
MD5:90:DB:D2:38:86:42:D9:56:9A:7F:0F:B5:EE:7B:C3:09
SHA1:60:5E:E6:33:DD:6F:17:8D:A6:44:4A:E8:80:24:64:3F:DC:13:F3:53
AL AR SHALwi thRSA
MRA: 3

B R e R )

2. FREUIE TR TR. 1)%55C
18 <235 H 3%>/AppBase/tools/bmetool/encrypt #4% N 4T encrypt.bat 0, #RJEHR
P FE R N HT A o
PATHI G, i S5 RN 5% 3
%i4n, %\ Changeme_ 123, %530 K
9d7961bc8af54d05ce509e03b13ffce3abc7587373e7719b62555fd5aff9908d.

3. ARV EAT A SO E SR E SO Cetcloms.ros/ros.xmD) Hi

<?xml version="1.0" encoding="UTF-8"?2>
<config name="oms">
<config name="webserver">
<param name="ip">ME REFLFRM TP Hikk</param>
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<param name="port">32102</param>
<param name="keystorefilePath">etc/certificate/JettyServerKeyStore</param>
<param
name="keystorePass">9d7961bc8af54d05ce509e03b13ffce3abc7587373e7719062555fd5aff
9908d</param>
</config>
</config>

£ 3 KECE M Cetcloms.ros/ros.xml) 1 “ip” BN N AR 55 25 SEBR I 1P Hhudk .
[RARTY:

TR E 5 127.0.0.1.
$IB 4 W,
BT

6.2 TN{A 2R License Fo[o]ER ?

Mg A
W F Open API B tH L 48, 17 in] n o] fig o ?
{"description":"License is invalid.","data":"null","code":1002}
Al gE[R
License XA AN &2

AR R

152 B HH License ff k.
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